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About This Manual  
This user manual is intended to guide a professional installer to install and to configure the RS628 HW V2.0, 
RS428 HW V2.0 and RP428 HW V2.0 switch. It includes procedures to assist you in avoiding unforeseen 
problems. 

 NOTE: 

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this 
switch. 

 

 

Disclaimer  

WoMaster reserves the right to make changes to this Manual or to the product hardware at any time without notice. 
Information provided here is intended to be accurate and reliable. However, it might not cover all details and 
variations in the equipment and does not claim to provide for every possible contingency met in the process of 
installation, operation, or maintenance. Should further information be required or should particular problem arise 
ǿƘƛŎƘ ŀǊŜ ƴƻǘ ŎƻǾŜǊŜŘ ǎǳŦŦƛŎƛŜƴǘƭȅ ŦƻǊ ǘƘŜ ǳǎŜǊΩǎ ǇǳǊǇƻses, the matter should be referred to WoMaster. Users must be 
aware that updates and amendments will be made from time to time to add new information and/or correct possible 
ǳƴƛƴǘŜƴǘƛƻƴŀƭ ǘŜŎƘƴƛŎŀƭ ƻǊ ǘȅǇƻƎǊŀǇƘƛŎŀƭ ƳƛǎǘŀƪŜǎΦ Lǘ ƛǎ ǘƘŜ ǳǎŜǊΩǎ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ to determine whether there have 
been any such updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the third 
parties. 
 

 

WoMaster Online Technical Services 
At WoMaster, you can use the online service forms to request the support. The submitted forms are stored in server 
for WoMaster team member to assign tasks and monitor the status of your service.  Please feel free to write 
to help@womaster.eu if you encounter any problems. 

mailto:help@womaster.eu
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1. INTRODUCTION 

1.1 OVERVIEW 

RS428 V2.0 Series 

Industrial 28G L2+ Rackmount Managed Ethernet Switch 

RS428 is an industrial grade rackmount 28G switch with 20 Giga copper ports, 4 Giga combo ports and 4 

100M/1G/2.5G fiber SFP slots. The 8 fiber Giga ports can link more field switches with long distance fiber connections. 

The new RS428 design adds on MQTT protocol to support IoT and Cloud applications. Rugged design, cyber security 

features and high EMC immunity makes the new RS428 an ideal solution for industrial control room, roadside traffic 

control, industrial IoT, industrial Surveillance applications. 

 

RS628 V2.0 

Industrial 28G L3 Rackmount Managed Ethernet Switch 

RS628 is an Industrial grade rackmount 28G switch with 20 Giga copper ports, 4 Giga combo ports and 4 

100M/1G/2.5G fiber SFP ports. Up to 8 fiber Giga ports help to link more field switches with long distance fiber 

connections. The 28 full giga ports enhance the overall throughput for industrial control room applications. The 

advanced L3 routing and gateway redundancy enables fast and secured communications across different LAN. 

Rugged design and high EMC immunity makes RS628 an ideal solution for industrial control room, roadside traffic 

control, industrial IoT, industrial Surveillance applications. 

 

RP428 V2.0 

Industrial 28G L2+ Rackmount Managed PoE+  Ethernet Switch 

RP428 is an industrial grade rackmount 28G switch with max. 24 Giga PoE+ ports, 4 Giga combo ports and 

4x100M/1G/2.5G fiber SFP ports, support max. 8 fiber Giga ports help to link more field switches with long distance 

fiber connections. The 24 full giga PoE+ ports, AC plus 2 DC inputs enhance the overall throughput and power 

delivery capacities. Rugged design and high EMC immunity makes RP428 an ideal solution for industrial Critical 

Surveillance applications. 

 

 



 7 

1.2 MAJOR FEATURES 

Below are the major features of the Switch: 

- 28-port Full GbE, by 20-port GbE RJ45 and 4-port GbE RJ45/SFP Combo, and 4 1G/2.5G SFP fiber ports 

- Up to 24 GbE copper RJ-45 ports, up to 8 100M/1G/2.5GbE fiber ports add more fiber links to field switches 

- Non-blocking switch fabric design with embedded powerful 1.2GHz ARM Cotex-A9 processor 

- SFP ports support 100M/1000M or 1000M/2.5Gbps with Digital Diagnostic Monitoring (DDM) to monitor long 

distance fiber quality 

- ITU-T G.8032 v1/v2 ERPS Standard Ring Redundancy protocol, sup and orts HW-based CFM transmission for 

overcoming GbE copper physical limitation and providing minimum 20ms recovery time, seamless restoration 

time and inter-Operability with 3rd party industrial switch and still remain fast recovery time 

- Rapid Spanning Tree Protocol (RSTP)/Multiple Spanning Tree Protocol (MSTP) and Enhanced RSTP performance 

for large ring network topologies with up to 80 switches 

- IEEE 802.3af 15.4W / IEEE 802.3at 30W High Power PoE (RP428) 

- 200W PoE budget and excellent power efficiency even in 70
o
C operating temperature for 1 AC model, up to 

600W for AC + Dual DC aggregated input model (RP428) 

- PoE Load & Port LED in front, Red LED alarm while >75% PoE Load 

- Dynamic Routing with Redundancy Protection: RIPv1&v2, OSPFv1&v2 for intra-domain routing within an 

autonomous system. 

- VRRP guarantees sustainable routing in a single point of failure. 

- Advanced management features: LACP/VLAN/Q-in-Q/Private VLAN/ GVRP/QoS/IGMP Snooping/Rate Control/ 

Online Multi-Port Mirror/ Advanced DHCP server, Client 

- Advanced Security system by Port Security, Access IP list, SSH and HTTPS Login 

- Event Notifications through E-mail, SNMP trap and SysLog 

- IEEE 802.1AB LLDP and optional NMS software for auto-topology and group management 

- CLI interface, Web, SNMP/RMON for network Management 

- Support WoMaster Software Utilities:  

Â NetMaster, Network Management System 

Â ViewMaster, Discovery & Group Configuration Utility 

Â ThingMaster*, ThingMaster OTA* for device management over Cloud* 

Â Support MQTT* protocol, ready to use AWS/Azure and Private Cloud Agent for cloud management 

- Multiple event relay output for enhanced alarm control 

- EN50121-4 certification for Railway Trackside, Roadside & Industrial Control Room applications 

- Wide range operating temperature -плϤтрɕ//-40~70ɕ/(RP428) 

 

Please read the latest datasheet for up to date feature specifications. 

*Phase 2 or By Request feature. 



 8 

2. HARDWARE INSTALLATION 

This chapter introduces hardware, and contains information on installation and configuration procedures. 

2.1 HARDWARE DIMENSION 

RS428-AC/RS428-DC V2.0 Dimension:  440 x 43.7 x 170 mm(W x H x D) 

 

 

RS428-2AC/RS428-AC+DC/RP428 V2.0 Series Dimension:  436 x 44 x 300 mm(W x H x D) 
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Front Panel Layout 

The front panel from RS428 include 28-port Full GbE, by 20-port GbE RJ45 and 4-port GbE RJ45/SFP Combo, and 4 

1G/2.5G SFP fiber ports, System LED, USB for configuration/firmware management, RJ-45 diagnostic console, AC or 

DC Power Connector, Digital Input & Relay Output Alarm 1A@24V and 2 mounting bracket holes. 

RS428 Series 

 

 

RP428 Series 
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2.2 WIRING THE POWER INPUTS 

AC Power Input port in the switch provides AC power input connections. Operating voltage: AC110/220 (90-264VAC) 

Connect the attached power to the AC power input connector. On the picture below is the power connector. 

 

 

HDC/DC Power Input port in the switch provides 1/2 sets of power input connections for the input of DC source on 

the terminal block. Please refer to the label print in the back of the switch, it indicate the power input range and pin 

definition of V+/V-, remember wire the Ground pin which is also located in the back of the switch. 

     

 

Wiring the DC Power Input 

1. Insert the positive and negative wires into the V+ and V- contact on the terminal block connector. 

2. Tighten the wire-clamp screws to prevent the power wires from being loosened. 

3. Connect the power wires to suitable AC/DC Switching type power supply. 

4. RP428 support 802.3at/af PoE+ feature. The input DC voltage should be in the range of 46VDC to DC 57V DC 

for 802.3at PoE+ application (recommended to use DC 54V power supply). 

5. RP428 support Dual AC + DC power mode. To aggregated two power type for higher PoE budget, the DC 

input voltage should be adjusted to fixed 54V. DC with Lower input voltage acts as backup power only. 

 

WARNING: Turn off AC power input source before connecting the Power to the terminal block 

connectors, for safety purpose. Don not turn-on the source of AC/DC power before all of the 

connections were well established.  
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2.3 WIRING THE ALARM RELAY OUTPUT (DO) 

The relay output contacts are located on the front panel of the switch. The relay output consists of the 3/4th of 4-pin 

terminal block connector that used to detect user-configured events. The two wires attached to the fault contacts 

form a close circuit when a user-configured event is triggered. If a user-configured event does not occur, the fault 

circuit remains opened. The fault conditions such as power failure, Ethernet port link break or other pre-defined 

events which can be configured in the switch. Screw the DO wire tightly after digital output wire is connected. 

 

 

 NOTE: The relay contact only supports 0.5 A current, DC 24V. Do not apply voltage and current higher 

than the specifications. 
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2.4 WIRING THE DIGITAL INPUT (DI) 

The Digital Input accepts one external DC type signal input that consists of the 1/2th of 4-pin terminal block 

connector on the switchΩs top panel. And can be configured to send alert message through Ethernet when the signal 

is changed. The signal may trigger and generated by external power switch, such as door open trigger switch for 

control cabinet. The switchΩs Digital Input accepts DC signal and can receive Digital High Level input DC 11V~30V and 

Digital Low Level input DC 0V~10V.  

  
Here are the steps to wire the Digital Input: 

STEP 1: Insert the negative and positive wires into the - /+ terminals, respectively.  

STEP 2: To keep the wires from pulling loose, tighten the wire-clamp screws on the front of the terminal block 

connector.  

STEP 3: Insert the terminal block connector prongs into the terminal block receptor, which is located on the switchΩǎ 

top panel. 
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2.5 CONNECTING THE GROUDING SCREW 

For avoiding system damage by noise or electric shock, establish a direct connection between the ground screw and 

the grounding surface prior to connecting devices. At the AC power input, the 3 pin include V+, V- and GND. At the 

DC power input, the GND pin must be connected to the earth ground.  

Grounding Screw, Rear Panel 

 

2.6 RACK MOUNTING 

Refer to the illustrations below; user can install the device in most standard 19-inch (48.3-cm) racks.  

1. Use the supplied screws to attach a mounting bracket to each side of the device.  

2. Align the holes in the mounting bracket with the holes in the rack.  

3. Insert and tighten two screws through each of the mounting brackets. 

 

 

4. While install multiple rackmount switches in the rack, itΩs better to reserve some space from the switch to 

upper device for better heat dispersing.  

 

 

WARNING: The temperature of the top surface of the rackmount switch is usually hot, DO NOT 

touch it while operating at high ambinet temperature.  
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2.7 COMBO PORT 

The product series support 4 combo ports at Port 21 to 24. There are 3 types Port Mode combination based on 

chipset behavior, the types are 4 Fiber, 4 Copper and 2 Fiber + 2 copper.  

For configuration, please go to the Web GUI, Ethernet Port -> Port Setting -> Port 

Mode Settings section to choose which Port Mode you would like to apply. The new 

Port Mode setting can be activated after Cold Reboot.  

 

 Port Mode COMBO Port 21-24 

1 

(Default) 
20GbE Copper + 8 GbE Fiber  4 x Fiber SFP 

2 24GbE Copper + 4 GbE Fiber 4 x Copper 

3 
22GbE Copper + 6 GbE Fiber 

2x Copper (Port 21-22) 

2 x Fiber SFP (Port 23-24) 

- The default Port Mode is ά1έ. 

 

After finished configuring the settings, click on Submit to apply the configuration. The new setting can be activated 

after Cold Reboot. The front panel and port setting in web GUI is automatically updated to new setting. 

Cold Reboot is MUST every time when you changed the port mode. 

The figure shows the current activated Mode and Front Panel. 
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2.8 PoE+ SYSTEM/PORT 

The RP428 series is the PoE model which supports 24-port 802.11at/af, each port support up to 30W. The PoE power 

can be supplied by AC or DC Power Source Unit. You can choose either or both depends on your need.  

Before configuring, please read the chapter 3.3 POWER OVER ETHERNET (PoE MODELS ONLY), it explains 

how to control PoE system and each PoE port settings, PoE scheduling, Alive check or PoE priority while over PoE 

budget. 

 

Major PoE Specification Comparison Table: 

RP428 Series supports 802.3af/at PoE+. 

 Type 1 PoE 

(RP428 Series) 

Type 2 PoE+ 

(RP428 Series) 

Type 3 PoE++ 

(Ex: SCB1200) 

Standard 802.3af 802.3at 802.3bt 

PSE min. output 15.4W 30W 60W/90W 

PD min. Input 12.95W 25.5W 51W~60W 

Voltage Input 44~57V 

Typical: 48V 

50~57V 

Typical: 54V *Note 1 

50~57V 

Typical: 54V 

Max. Current 350mA 600mA 600mA per pair 

Cable Cat. (min.) Cat5e Cat5e 

*Note 2 

Above Cat5e  

*Note 2 

Power over 2-pairs 2-pairs  

(V+: 4/5, V-: 7/8) 

Class 0-4: 2/4 pairs  

Class 5/6: 4 pairs 

Length 100m 100m 100m 

Note   Target to ratify 802.3bt at 

2017 

 

Note 1: Considering the voltage lost while wiring long distance Ethernet cable, we suggest typical voltage input of 

PSU is 54V. The AC PSU within the RP428 is fixed 54V. 

Note 2: When POE Ethernet power is used in factory wiring, dozens of lines are often laid together. Multiple wires 

will generate more heat, which will have certain safety hazards. Please choose a better quality and higher 

operating temperature wire. In addition to the wire, the quality of the RJ45 connector is also very important. 

Inferior quality RJ45 plug may also cause damage, short or even machine/PD damage in poor environmental 

factors. Usually we will recommend more famous brands, and with clearly specifications of RJ45 plug. 
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Dual Power Mode 

RP428 supports single AC, DC, Dual DC and AC+DC Input types. The typical voltage input for PoE system is Fixed 54V. 

Different power input indicate maximum PoE power the system can offered. In dual power input model, user can 

aggregated the power source with the same voltage input to reach higher PoE power. 

 

AC + 2x DC54V Aggregated Mode:  

ï AC: Fixed 54V to PoE. Max. AC power budget is 220W@70ʕ, 150W@55ʕ. 

ï High Voltage is Main source, the lower voltage is Backup. Ex: AC is main, 48VDC input is backup. 

ï Aggregated power while AC/DC has the same power input voltage. 

ï Periodically check whether the DC PSU deliver power source normally. After a long time of use, the 

voltage may drift a little, please adjust the voltage and reconfirm. 

 

Dual DC54V Input Mode: 

ï Typical 54V, Range from 50~57V. Max. 1xDC power budget is 240W@70ʕ 

ï Higher Voltage is Main source, the lower voltage is Backup. 

ï Aggregated PoE source while 2xDC have the same power voltage/source. 
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PoE Budget 

Port Budget Plan in high port density switch system: The 24-port PoE switch equips with 3 PSE chip, each chip 

deliver power to 8 ports, Port 1-8 is group 1, port 9-16 is group 2 and port 17-27 is group 3. For better heat 

dispersing, we suggest separate the high power consumption Power Device to different group. For example, the 

maximum power consumption is 220W of AC system, we suggest max. 50~70W for each group. You can connect 

them to different group or configure the PoE budget of each port in here. 

 

Port Budget Plan in PoE port: The PoE port budget is compliant with IEEE 802.3at/af standard. The maximum 

available current in 802.3at is 600mA, the maximum available current in 802.3af is 350mA. The maximum PoE 

budget of the PoE port can be configured in Web GUI is 33W in our PoE Switch. 

 

IEEE 802.3at Input Voltage: To enable the IEEE 802.3at High Power PoE function, the power input voltage should be 

DC 50 ~57V to obtain better performance. Applies DC 48V to PoE Switch and perform 30W high power output may 

cause the PoE disable automatically. To avoid this issue, we suggest adjust the power supply output to 54V DC or 

higher. In usually, the Switching power supply adopted adjust resistor for voltage fine tune. 

PoE Priority in RP428  

If the system PoE consumption is over the system budget control, the PoE system will turn off low priority port PoE 

function, until the consumption is becomes smaller than the system budget. In RP428, the PoE priority is depended 

on port number, the small port number has higher priority than high port number. It means port 1 always has highest 

priority, then the port 2, 3Χ and port 24 is the lowest priority port. 

The priority setting is pre-configured in RP428 system. There is no Web GUI and you donΩt need to configure it. 

 

 

 

WARNING: During the PoE operating, the surface will accumulate heat and caused surface 

ǘŜƳǇŜǊŀǘǳǊŜ ōŜŎƻƳŜǎ ƘƛƎƘŜǊ ǘƘŀƴ ŀƳōƛŜƴǘ ǘŜƳǇŜǊŀǘǳǊŜΦ 5ƻ ǊŜƳŜƳōŜǊ ŘƻƴΩǘ ǘƻǳŎƘ ŘŜǾƛŎe 

surface during PoE operating. 
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3. WEB MANAGEMENT CONFIGURATION 

To access the management interface, WoMaster has several ways access mode through a network; they are web 

management, console management and telnet management. Web interface management is the most common way 

and the easiest way to manage a network, through web interface management, a switch interface offering status 

information and a subset of switch commands through a standard web browser. If the network is down, another 

alternative to access the management interface can be used. The alternative way is by using console and telnet 

management which is offer configuration way through CLI Interface. WoMaster also provide excellent alternative by 

ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎǿƛǘŎƘ Ǿƛŀ w{нон ŎƻƴǎƻƭŜ ŎŀōƭŜ ƛŦ ǳǎŜǊ ŘƻŜǎƴΩǘ ŀǘǘŀŎƘ ǳǎŜǊ ŀŘƳƛƴ t/ ǘƻ ǘƘŜ ƴŜǘǿƻǊƪΣ ƻǊ ƛŦ ǳǎŜǊ ƭƻǎŜǎ 

network connection to Managed Switch. This manual describes the procedures for Web Interface and how to 

configure and monitor the managed switch only. For the CLI management interface please refers to the CLI 

Command User Manual. 

 

PREPARATION FOR WEB INTERFACE MANAGEMENT 

WoMaster provides Web interface management that allows user through standard web-browser such as Microsoft 

Internet Explorer, or Mozilla, or Google Chrome, to access and configure the switch management on the network. 

1. Plug the AC/DC power to the switch and connect switch to computer. 

2. Make sure that the switch default IP address is 192.168.10.1. 

3. Check that PC has an IP address on the same subnet as the switch. For example, the PC and the switch 

are on the same subnet if they both have addresses that start 192.168.1.x (Ex: 192.168.10.2). The subnet 

mask is 255.255.255.0.  

4. Open command prompt and ping 192.168.10.1 to verify that the switch is reachable. 

5. Launch the web browser (Internet Explorer or Mozilla Firefox or Google Chrome) on the PC. 

6. Type http://192.168.10.1 (or the IP address of the switch). And then press Enter and the login page will 

appear. 

7. Type user name and the password. Default user name: admin and password: admin. Then click Login. 

8. The system will ask you enter New User Name & Password/Confirm Password after first Login, please 

follow the indication to enter new username or password. 

 

http://192.168.10.1/
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In this Web management for Featured Configuration, user will see all of WoMaster {ǿƛǘŎƘΩǎ various configuration 

menus at the left side from the interface. Through this web management interface user can configure, monitoring, 

and set the administration functions. The whole information used web management interface to introduce the 

featured functions. User can use all of the standard web-browser to configure and access the switch on the network.  

Following topics are covered in this chapter: 

3.1  System 

3.2  Ethernet Port 

3.3  Power over Ethernet (PoE Models only) 

3.4  Redundancy 

3.5  VLAN 

3.6  QoS 

3.7  Multicast 

3.8  Routing 

3.9  SNMP 

3.10  Security 

3.11  Warning 

3.12  Diagnostics 

3.13  Backup / Restore 

3.14  Firmware Upgrade 

3.15  Reset to Defaults 

3.16  Save 

3.17  Logout 

3.18  Reboot  

3.19  Front Panel 

3.20  INDUSTRIAL 
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3.1 SYSTEM 

When the user login to the switch, user will see the system section appear. This section provides all the basic setting 

and information or common setting from the switch that can be configured by the administrator. 

Following topics is included: 

3.1.1 Information 

3.1.2 User Account 

3.1.3 IP Setting 

3.1.4 Date and Time 

3.1.5 DHCP Server 

 

3.1.1 INFORMATION 
Information section, this section shows the basic information from the switch to make it easier to identify different 

switches that are connected to User network. The figure below shows the interface of the Information section. 

 

The description of the LƴŦƻǊƳŀǘƛƻƴΩǎ ƛƴǘŜǊŦŀŎŜ is as below: 

TERMS DESCRIPTION 

System Name Default: switch 

Set up a name to the switch device. 

System Location Default: Blank 

¦ǎŜǊ Ŏŀƴ ǎǇŜŎƛŦȅ ǘƘŜ ǎǿƛǘŎƘΩǎ ǇƘȅǎƛŎŀƭ ƭƻŎŀǘƛƻƴΦ  

System Contact Default: Blank 

User can specify the contact person here. User can type the name, mail 

address or other information of the administrator.  

OID Indicates the Object ID of the switch. 

System Description Display the name of the product. 

Software Version Display the firmware latest version that installed in the device. 
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MAC Address 5ƛǎǇƭŀȅ ǘƘŜ ƘŀǊŘǿŀǊŜΩǎ aAC address that assigned by the manufacturer. 

After finish the configuration, click on Submit to apply User settings.  

 

3.1.2 USER ACCOUNT 
WoMŀǎǘŜǊΩ switch supports the management accounts; with the Name default setting is admin and the authority 

allow user to configure all of configuration parameters. Below is the User Account section that consists of two 

interfaces, Local User and Radius Interface.  

 

3.1.2.1 LOCAL USER 

 

The Local User interface describes how to configure the system user name and password for the web management 

login. To change the Name and Password, user just needs to input a new Name and New Password then confirm the 

new password in this Local User section. After finished, click Submit ǘƻ ŀǇǇƭȅ ǘƘŜ ŎƘŀƴƎŜǎΦ 5ƻƴΩǘ ŦƻǊƎŜǘ ǘƻ Save the 

settings. Try to re-login with the new User Name and Password. 

The description of the Local User interface is as below: 

TERMS DESCRIPTION 

Name Default: admin 

Key in new user name here. 

New Password Default: admin 

Key in new password here. 

Confirm Password Re-type the new password again to confirm it. 

After finished setting up the User Name and Password, click on Submit to apply the configuration. 

NOTE: For any kind of changes in configuration settings always remember to click on Save to save 

the settings. Otherwise, all of settings User has made will be lost when the switch is powered off or 

restarted. 

NOTE: For security consideration, please change the password after first log in. 

 



 

22 
 

3.1.2.2 RADIUS SERVER 

The wŜƳƻǘŜ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ 5ƛŀƭ Lƴ ¦ǎŜǊ {ŜǊǾƛŎŜ όw!5L¦{ύ ƳŜŎƘŀƴƛǎƳ ƛǎ ŀ ŎŜƴǘǊŀƭƛȊŜŘ ά!!!έ ό!ǳǘhentication, 

Authorization and Accounting) system for connecting to network services. The fundamental purpose of RADIUS is to 

provide an efficient and secure mechanism for user account management. RADIUS server system allows you to 

access the switch through secure networks against unauthorized access.  

 

How to set up a RADIUS server:  

a. Enter the IP address of the RADIUS server in Server IP Address 

b. Enter the Shared Secret of the RADIUS server 

c. Enter the Server port if necessary, by default RADIUS server listens to port 1812 

d. Click Submit 

The description of the RADIUS Authentication interface is as below: 

TERMS DESCRIPTION 

RADIUS Server IP Radius Server IP Address 

Shared Key Shared key are used to verify that RADIUS messages, with the exception of 

the Access-Request message, are sent by a RADIUS-enabled device that is 

configured with the same shared key. Shared key also verify that the 

RADIUS message has not been modified in transit (message integrity). 

Server Port Set communication port of an external RADIUS server as the authentication 

database. The general value is 1812 

3.1.2.3 TACACS+ 

The Terminal Access Controller Access Control System (TACACS+) security protocol is a recent protocol developed by 

Cisco. It provides detailed accounting information and flexible administrative control over the authentication and 

authorization processes. TACACS+ allows for a single access control server (the TACACS+ daemon) to provide 

authentication, authorization, and accounting services independently. Below TACAS+ server setting allows you to 

configure TACAS+ Server settings.  
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How to set up a TACACS+ server:  

a. Select the Authentication Type. 

b. Enter the Authentication Timeout in seconds. 

c. Enter the IP address of the TACACS+ server in Server IP Address. 

d. Enter the Shared Secret of the TACACS+ server. 

e. Enter the Server port if necessary, by default TACACS+ server listens to port 49. 

f. Click Submit 

The description of the TACAS+ interface is as below: 

TERMS DESCRIPTION 

TACAS+ Server IP TACACS+ Server IP Address.  

The system allows 2 TACAS+ servers 

Share Key Specifies the shared key for TACACS+ communications between the device 

and the TACACS+ server. The shared key must match the encryption used 

on the TACACS+ server. 

Server Port Set communication port of an external TACACS+ server as the 

authentication database. The general value is 49 

Authentication Type Type: PAP, ASCII, CHAP 

Select the authentication type to authenticate to the server. 

Server Timeout Default: 5 

The maximum number of seconds allowed establishing a TCP connection 

between the device and the TACACS+ server.  



 

24 
 

3.1.3 IP SETTING 
IP Setting section allows users to configure both IPv4 and IPv6 values for management access over the network. 

WoMaster switch supports both IPv4 and IPv6, and can be managed through either of these address types. 

3.1.3.1 IPv4 

DHCP Client 

 

²ƘŜƴ 5I/t /ƭƛŜƴǘ ŦǳƴŎǘƛƻƴ ƛǎ ŜƴŀōƭŜŘΣ ŀƴ Lt ŀŘŘǊŜǎǎ ǿƛƭƭ ōŜ ŀǎǎƛƎƴŜŘ ǘƻ ǘƘŜ ǎǿƛǘŎƘ ŦǊƻƳ ǘƘŜ ƴŜǘǿƻǊƪΩǎ 5I/t ǎŜǊǾŜǊΦ 

In this mode, the default IP address will be replaced by the one assigned by DHCP server. If DHCP Client is disabled, 

the configured IP settings will be used. The DHCP client will announce the configured System Name as hostname to 

provide DNS lookup. The description of the columns is as below: 

TERMS DESCRIPTION 

DHCP Client Select to Enable or Disable to activate or deactivate the 

DHCP Client function.  

 

IPv4 Configuration 

 

The IPv4 Configuration ƛƴŎƭǳŘŜǎ ǘƘŜ ǎǿƛǘŎƘΩǎ Lt ŀŘŘǊŜǎǎ ŀƴŘ ǎǳōƴŜǘ ƳŀǎƪΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ Lt ŀŘŘǊŜǎǎ ƻŦ ǘƘŜ ŘŜŦŀǳƭǘ 

gateway. In addition, input cells are provided for the IP addresses of a 1st and 2nd DNS server. Configure the 

ƳŀƴŀƎŜŘ ǎǿƛǘŎƘΩǎ Lt ǎŜǘǘƛƴƎǎΦ ¢ƘŜ ŦƛƎǳǊŜ ōŜƭƻǿ ǎƘƻǿǎ ǘƘŜ ǳǎŜǊ ƛƴǘŜǊŦŀŎŜ ƻŦ Ltv4 Configuration. 

The description of the columns is as below: 

TERMS DESCRIPTION 

IP Address Default: 192.168.10.1 

Set up the IP address reserved by User network for User switch. If DHCP 

Client function is enabled, no need to assign an IP address to switch as it will 

be overwritten by DHCP server and shown here. 

Subnet Mask Default: 255.255.255.0 

Assign the subnet mask for the IP address here. If DHCP Client function is 
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enabled, no needs to assign the subnet mask. 

Default Gateway Assign the gateway for the switch here. 

DNS Server 1, DNS 

Server 2 

Specifies the IP address of the DNS server 1 and 2 that used in user network. 

 

3.1.3.2 IPv6 

IPv6 Setting 

 

An Ipv6 address is represented as eight groups of four hexadecimal digits, each group representing 16 bits (two 

octets).The groups are separated by colons (the length of Ipv6 address is 128bits. An example of an Ipv6 address is: 

fe80::212:77ff:feff:1acb/64. 

The description of the columns is as below: 

TERMS DESCRIPTION 

Ipv6 Address Add the IPv6 address. The network portion of the address can be 

configured by specifying the Prefix and using a EUI-64 interface ID in the 

low order 64 bits. The host portion of the address is automatically 

generated using the modified EUI-64 form of the interface identifier 

ό{ǿƛǘŎƘΩǎ a!/ ŀŘŘǊŜǎǎύΦ 

Prefix Length The size of subnet or netwok, and it equivalent to the subnetmask, but 

written in different. Then click Add to apply new address to the system. 

Ipv6 Default Gateway ¢ƘŜ ǇǊŜŦƛȄ ǾŀƭǳŜ Ƴǳǎǘ ōŜ ŦƻǊƳŀǘǘŜŘ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ wC/ ното άLtǾс 

!ŘŘǊŜǎǎƛƴƎ !ǊŎƘƛǘŜŎǘǳǊŜΣέ ǳǎƛƴƎ у Ŏƻƭƻƴ-separated 16-bit hexadecimal 

values. One double colon may be used in the address to indicate the 

appropriate number of zeros required to fill the undefined fields.  

Ipv6 Address The default IP address of the Switch: fe80::212:77ff:feff:1acb/64 

Select existed Ipv6 address and click Remove to delete IP address. Click 

Reload to refresh and reload list. 

 

http://en.wikipedia.org/wiki/Hexadecimal
http://en.wikipedia.org/wiki/Bit
http://en.wikipedia.org/wiki/Octet_(computing)
http://en.wikipedia.org/wiki/Colon_(punctuation)
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Neighbor Cache 

The IPv6 neighbor table ƛƴŎƭǳŘŜǎ ǘƘŜ ƴŜƛƎƘōƻǊƛƴƎ ƴƻŘŜΩǎ LtǾс ŀŘŘǊŜǎǎ, Interface, MAC Address, and the current state 

of the entry. 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

Neighbor Cache The system will update Neighbor Cache automatically, and 

user also can click Reload to refresh the table. 
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3.1.4 DATE AND TIME 

3.1.4.1 DATE AND TIME SETTING 

The ²ƻaŀǎǘŜǊΩ switch has a time calibration function based on information from an NTP server or user specified 

time and date, allowing functions such as automatic warning emails to include a time and date stamp. 

 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

Current Time User can configure time by input it manually. User also can click the 

Get Time from PC ǘƻ ƎŜǘ t/Ωǎ ǘƛƳŜ ǎŜǘǘƛƴƎΦ  

Time Zone Choose the Time Zone section to adjust the time zone based on the 

user area. 

NTP Enable NTP Client update by checking this box. The system will send 

request packet to acquire current time from the NTP server that 

assigned. 

*Make sure that the switch also has the internet connection. 

1st Time Server & 2nd Time Server Choose from NTP Server List, to adjust User system time. 

Daylight Saving Time Enable the Daylight Saving Function and the setting of function start 

and end time or disable it. 

Daylight Saving Start & Daylight 

Saving End 

Allows user to sets the Start and End time individually. 

After finished configuring, click on Submit to activate the configuration. 

NOTE: The ²ƻaŀǎǘŜǊΩ switch does not have a real-time clock. The user must update the Current 

Time to set the initial time for the ²ƻaŀǎǘŜǊΩ switch after each reboot, especially when there is no 

NTP server on the LAN or Internet connection. 
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IEEE 1588 PTP 

IEEE 1588 

IEEE 1588 was published in 2002, expands the performance capabilities of Ethernet networks to control systems that 

operate over a communication network. In recent years an increasing number of electrical power systems have been 

using a more distributed architecture with network technologies that have less stringent timing specifications. IEEE 

1588 generates a master-slave relationship between the clocks, and enforces the specific timing requirements in 

such power systems. All devices ultimately get their time from a clock known as the grandmaster clock. In its basic 

ŦƻǊƳΣ ǘƘŜ ǇǊƻǘƻŎƻƭ ƛǎ ƛƴǘŜƴŘŜŘ ǘƻ ōŜ ŀŘƳƛƴƛǎǘǊŀǘƛƻƴ ŦǊŜŜΦέ  

How Does an Ethernet Switch Affect 1588 Synchronization? 

An Ethernet switch potentially introduces multi-microsecond fluctuations in the latency between the 1588 

grandmaster clock and a 1588 slave clock. When these fluctuations are incorrect, it will cause synchronization errors. 

The magnitude of these fluctuations depends on the design of the Ethernet switch and the details of the 

communication traffic. Experiments with prototype implementations of IEEE 1588 indicate that with suitable care 

the effect of these fluctuations can be successfully managed. For example, use of appropriate statistics in the 1588 

devices to recognize significant fluctuations and use suitable averaging techniques in the algorithms controlling the 

correction of the local 1588 clock will be good design means to achieve the highest time accuracy. 

Can Ethernet switches be designed to avoid the effects of these fluctuations?  

A switch can be designed to support IEEE 1588 while avoiding the effects of queuing. In this case two modifications 

to the usual design of an Ethernet switch are necessary:  

1. The Boundary Clock and Transparent Clock functionalities defined by IEEE 1588 must be implemented in the 

switch.  

2. The switch must be configured so that it does not pass IEEE 1588 message traffic using the normal communication 

mechanisms of the switch.  

Such an Ethernet switch will synchronize clocks directly connected to one of its ports to the highest possible 

accuracy. 

The main function of IEEE 1588 is to synchronize the clocks of different end devices over a network at speeds faster 

than one Micro-second. After time synchronized, the system time will display the correct time of the PTP server. 
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3.1.4.2 PTP SETTING 

The PTP can be set in this PTP Setting webpage in which the user can configure PTP. The top part of this figure allows 

the users to enable or disable the PTP function. To enable PTP on the managed switch, please choose Enable. Note 

that the PTP functions will not active if the Operation is disabled. Please see description of PTP Setting in table 

description. Note that after setting the desired PTP Setting, please click Apply button to allow the configuration take 

effect. 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

Operation Default: Disable 

Enable/Disable the PTP function. This is the main option that needs to be enabled so 

that the PTP function will work 

Operation Mode Default: Auto Elect  

Choose Mode (Auto Elect, Preferred Master Clock or Slave) 

Synchronization 

Interval 

Default: 0 (1s) 

Set the interval of the sync packet transmitted time. Small interval causes too 

frequent sync, which will cause more load to the device and network.  

Announce Interval Default: 1 (2s) 

Sets the announce message interval 

Announce Receipt 

Timeout 

Default: 6 

The multiple of announce message receipt timeout by the announce message 

interval. 

Minimum Delay 

Request Interval 

Default: 1 (2s) 

Minimal delay request message interval 

Domain Number Subdomain name (IEEE 1588-2002) or the domain Number (IEEE 1588-2008) fields in 

PTP messages 

First Priority Default: 128 

Set the clock priority 1 (PTP version 2). The lower values take precedence to be 
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selected as the master clock in the best master clock algorithm, 0 = highest priority, 

255 = lowest priority. 

Second Priority Default: 128 

Set the clock priority 2 (PTP version 2). The lower values take precedence to be 

selected as the master clock in the best master clock algorithm (BMCA), 0 = highest 

priority, 255 = lowest priority. 

Delay Mechanism Default: E2E 

Configures the delay mechanism in boundary clock mode. 

E2E - The delay request or response mechanism used in the boundary clock mode.  

P2P - The peer-to-peer mechanism used in the boundary clock mode 

 

3.1.5 DHCP SERVER 
DHCP Server Setting 

²ƻaŀǎǘŜǊΩ switch has DHCP Server Function that will provide a new IP address to DHCP Client. After enable DHCP 

Server function, set up the Network IP address for the DHCP server IP address, Subnet Mask, Default Gateway 

address and Lease Time for client. Below is the DHCP Server Setting interface 
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The description of the columns is as below: 

TERMS DESCRIPTION 

Global Setting Select to Enable or Disable to activate and deactivate DHCP Server function. 

Address Pool Add Add address pool to local DHCP Server 

Address Pool List Choose the address pool setting that has been entered 

Network 9ƴǘŜǊ ǘƘŜ ǎǘŀǊǘƛƴƎ Lt ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ 5I/t ǎŜǊǾŜǊΩǎ Lt ŀǎǎƛƎƴƳŜƴǘΦ 

Mask Assign the subnet mask for the IP address here. 

Default Gateway 9ƴǘŜǊ ǘƘŜ ŜƴŘƛƴƎ Lt ŀŘŘǊŜǎǎŜǎ ŦƻǊ ǘƘŜ 5I/t ǎŜǊǾŜǊΩǎ Lt ŀǎǎƛƎƴƳŜƴǘΦ 

Lease Time The maximum length of time for the IP address lease. Enter the Lease time in 

minutes. (Lease Time range: 60-31536000 seconds) 

The DHCP Server will automatically assign an IP address to the computers on the LAN/private network. Be sure to set 

ǳǎŜǊ ŎƻƳǇǳǘŜǊǎ ǘƻ ōŜ 5I/t ŎƭƛŜƴǘǎ ōȅ ǎŜǘǘƛƴƎ ǘƘŜƛǊ ¢/tκLt ǎŜǘǘƛƴƎǎ ǘƻ άhōǘŀƛƴ ŀƴ Lt !ŘŘǊŜǎǎ !ǳǘƻƳŀǘƛŎŀƭƭȅΦέ ²ƘŜƴ 

user turns the computers on, they will automatically load the proper TCP/IP settings provided by the switch. If User 

manually assigns IP addresses to User computers or devices, make sure the IP addresses are outside of this range or 

User may have an IP conflict. After finished configuring, click on Submit to activate the configuration.  

Excluded Address List 

The figure below shows the Excluded Address List, the IP address that is listed in the Excluded Address List table will 

not be assigned to the network devices. 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

Excluded Address List Type a specific address into the Excluded IP field for the DHCP 

server reserved IP address. Then click Add, to remove an IP 

address from the list click Remove. To refresh the list, click 

Reload. 
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Static Port/IP Binding List 

The figure below is the web interface for Static Port/IP Binding List. 

 

Type the specific Port and IP address, and then click Add to add a new Port & IP address binding rule for a specific 

client. The description of the columns is as below: 

TERMS DESCRIPTION 

Port The port that wishes binding.  

IP Address The IP address that will assign to the device with the Binding MAC address. 

To remove from the binding list, select the index and click Remove. To refresh the list, click Reload. 

Static MAC/IP Binding List 

The figure below is the web interface for Static MAC/IP Binding List. 

 

Type the specific MAC and IP address, and then click Add to add a new MAC & IP address binding rule for a specific 

client. 

The description of the columns is as below: 

TERMS DESCRIPTION 

MAC Address The MAC address of the device that wishes binding.  

IP Address The IP address that will assign to the device with the Binding MAC address. 

To remove from the binding list, select the index and click Remove. To refresh the list, click Reload. 
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Option 82/IP Binding List 

The figure below is the web interface for Option 82/IP Binding List. 

 

Type the specific Circuit ID, Remote ID and IP address, and then click Add to add a new binding rule for a specific 

client. 

The description of the columns is as below: 

TERMS DESCRIPTION 

Circuit ID The Circuit ID of the device that wishes binding.  

Remote ID The Remote ID of the device that wishes binding. 

IP Address The IP address that will assign to the device with the Binding MAC address. 

To remove from the binding list, select the index and click Remove. To refresh the list, click Reload. 



 

34 
 

DHCP Option 82 

The DHCP Relay Agent (or DHCP Option 82) makes it possible for DHCP broadcast messages to be sent over routers. 

The DHCP Relay Agent enables DHCP clients to obtain IP addresses from a DHCP server on a remote subnet, or those 

that are not located on the local subnet. 

DHCP Option 82 ƛǎ ǳǎŜŘ ōȅ ǘƘŜ ǊŜƭŀȅ ŀƎŜƴǘ ǘƻ ƛƴǎŜǊǘ ŀŘŘƛǘƛƻƴŀƭ ƛƴŦƻǊƳŀǘƛƻƴ ƛƴǘƻ ǘƘŜ ŎƭƛŜƴǘΩǎ 5HCP request. The Relay 

Agent Information option is inserted by the DHCP relay agent when forwarding client-originated DHCP packets to a 

DHCP server. Servers can recognize the Relay Agent Information option and use the information to implement IP 

addresses to Clients. 

When DHCP Option 82 is enabled on the switch, a subscriber device is identified by the switch port through which it 

connects to the network (in addition to its MAC address). Multiple hosts on the subscriber LAN can be connected to 

the same port on the access switch and are uniquely identified.  

The Option 82 information contains 2 sub-options, Circuit ID and Remote ID, which define the relationship between 

the end device IP and the DHCP Option 82 server. The Circuit ID is a 4-byte number generated by the Ethernet 

switchτa combination of physical port number and VLAN ID. 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

DHCP Option 82 Select to Enable or Disable to activate or deactivate DHCP relay agent function, and 

then select the modification type of option 82. 

Helper Address ¢ƘŜǊŜ ŀǊŜ п ŦƛŜƭŘǎ ŦƻǊ ǘƘŜ 5I/t ǎŜǊǾŜǊΩǎ Lt ŀŘŘǊŜǎǎΦ Cƛƭƭ ǘƘŜ ŦƛŜƭŘ ǿƛǘƘ ǇǊŜŦŜǊǊŜŘ Lt 

address of DHCP Server.  

And click Submit to activate the DHCP relay agent function. All the DHCP packets from client will be modified by the 

policy and forwarded to DHCP server through the gateway port. When Option 82 is enabled on the switch, a 

subscriber device is identified by the switch port through which it connects to the network (in addition to its MAC 

address). 
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Relay Policy 

Replace - Replaces the existing option 82 field and adds new option 82 field. (This is the default setting). 

Keep - Keeps the original option 82 field and forwards to server. 

Drop - Drops the option 82 field and do not add any option 82 field. 

 

 

Circuit ID & Remote ID 

The DHCP Option 82 information also contains 2 sub-options, Circuit ID and Remote ID, which define the 

relationship between the end device IP and the DHCP Option 82 server. The Circuit ID is a 4-byte number generated 

by the Ethernet switch. To activate this section, please make sure that DHCP Relay Agent is enabled. 

 

The format of the Circuit ID is shown above: 00ς01ς00ςлмΣ ǘƘƛǎ ƛǎ ǿƘŜǊŜ ǘƘŜ ŦƛǊǎǘ ōȅǘŜ ƛǎ άллέΣ ǘƘŜ ǎŜŎƻƴŘ ŀƴŘ ǘƘŜ 

ǘƘƛǊŘ ōȅǘŜ άлм-ллέ ƛǎ ŦƻǊƳŜŘ ōȅ ǘƘŜ ǇƻǊǘ ±[!b L5Σ ŀƴŘ ǘƘŜ ƭŀǎǘ ōȅǘŜ άлмέ ƛǎ ŦƻǊƳŜŘ ōȅ ǘƘŜ ǇƻǊǘ ƴǳƳōŜǊΦ CƻǊ ŜȄŀƳǇƭŜΥ 

00ς01ς00ς01 is the Circuit ID of port number 1 with port VLAN ID 1. 

 

The Remote ID identifies the relay agent itself and can be one of the following:  

1. The IP address of the relay agent.  
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2. The MAC address of the relay agent.  

3. A combination of IP address and MAC address of the relay agent.  

4. A user-defined string. 

DHCP Leased Entries 

The figure below shows the DHCP Leased Entries. It will show the MAC and IP address that was assigned by switch. 

 

Click the Reload button to refresh the list. 

The description of the columns is as below: 

TERMS DESCRIPTION 

IP Address IP address that was assigned by switch. 

MAC Address MAC address that was assigned by switch. 

Leased Time Remains Remains time for the IP address leased 
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3.2 ETHERNET PORT 

Ethernet Port section is used to access the port configuration and rate limit control. It also allows User to view port 

status and port trunk information. 

 

3.2.1 PORT SETTING 
The product series support 4 combo ports at Port 21 to 24. There are 3 types the switch can support which are 4 

Fiber, 4 Copper and 2 Fiber + 2 copper. Port Mode Settings section allows users to choose which Port Mode and the 

new Port Mode setting can be activated after Cold Reboot.  

 

 Port Mode COMBO Port 21-24 

1 

(Default) 
20GbE Copper + 8 GbE Fiber  4 x Fiber SFP 

2 24GbE Copper + 4 GbE Fiber 4 x Copper 

3 
22GbE Copper + 6 GbE Fiber 

2x Copper (Port 21-22) 

2 x Fiber SFP (Port 23-24) 

- The default Port Mode is ά1έ. 

 

After finished configuring the settings, click on Submit to apply the configuration. The new setting can be activated 

after Cold Reboot. The front panel and port setting in web GUI is automatically updated to new setting. 

Cold Reboot is MUST every time when you changed the port mode. 

 

Per Port Settings section allows users to enable or disable each port function; state the speed/duplex of each port; 

and enable or disable the flow control of the port. 
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The port 21~24 are combo port design, after configured the global port mode type, the web GUI display the available 

parameters of Copper/Fiber you can configure. Below figure is the example while the Port 21-24 is in Fiber type 

(default mode), the available Speed/Duplex is 100M Full or 1000M Full. 

 

The description of the columns is as below: 

TERMS DESCRIPTION 

Port Shows port number 

State Default: Enable 

Enable or disable a port 

Speed/Duplex Default: AutoNegotiation 

Users can set the bandwidth of each port as Auto-negotiation, 100 full,100 half,10 

full,10 half mode for Giga Ethernet Port 1~8 (ge1~ge8). For Gigabit Ethernet Port 

9~12: (ge9~ge12), it can be set up to 100M Full Duplex(100 Full) only. 

Flow Control Default: Disable 

Enable means that User need to activate the flow control function in order to let the 

flow control of that corresponding port on the switch to work. Disable means that 

User ŘƻŜǎƴΩǘ need to activate the flow control function, as the flow control of that 

corresponding port on the switch will work anyway. 

Description The description of interface.  

After finished configuring the settings, click on Submit to save the configuration. 
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3.2.2 PORT STATUS 
Port Status provides current port status. 

 

SFP DDM 

WoMaster Industrial Switch supports the SFP module with digital diagnostics monitoring (DDM) function. This 

technology allows the user to monitor real-time parameters of the fiber optic transceivers, like optical input/output 

power, temperature, and transceiver supply voltage of an SFP module via SFP DDM section. This section shows and 

configures the operational status, such as Scan/Eject the SFP, Enable/Disable SFP DDM, Temperature degree, Tx 

Power statistics, Rx Power Statistics in real time. 

 

From the figure above, the real-time diagnostic parameters can be monitored to alert the system when the 

ǘǊŀƴǎŎŜƛǾŜǊΩǎ ǎǇŜŎƛfied operating limits are exceeded and compliance cannot be ensured. Basically the SFP DDM has 

its own specification, as we can see from the table it is showed the temperature, Tx Power and Rx Power range. If all 

of the current values are higher or lower than the available range or does not meet the SFP vendor specification, 
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there would be a problem for the fiber connection. 

 

The description of the Port Status and SFP DDM columns is as below: 

TERMS DESCRIPTION 

SFP Scan/Eject Scan the SFP module or Eject the SFP module. 

SFP DDM Enable/Disable the DDM function. 

Temperature The specific temperature range and current temperature 

detected of DDM SFP transceiver. 

Tx Power (dBm) The range and current transmit power of DDM SFP 

transceiver. 

Rx Power (dBm) The range and current received power of DDM SFP 

transceiver. 

Click Reload to reload the all port information, click Scan All to scan the SFP transceiver module and display the 

statistics. Eject All to eject the SFP transceiver that User has selected or plugged. User can eject one port or eject all 

by click the Eject All button. Click Apply to apply the configuration that just made. 

3.2.3 PORT TRUNK 
Port TrunkΣ ŀƭǎƻ ŎŀƭƭŜŘ ά[ƛƴƪ !ƎƎǊŜƎŀǘƛƻƴέΣ ƛǎ ŀ ƳŜǘƘƻŘ ƻŦ ŎƻƳōƛƴƛƴƎ ƳǳƭǘƛǇƭŜ ƴŜǘǿƻǊƪ ŎƻƴƴŜŎǘƛƻƴǎ ƛƴ ǇŀǊŀƭƭŜƭ to 

increase throughput beyond what a single connection could sustain. The aggregated ports can be viewed as one 

physical port so that the bandwidth is higher than merely one single Ethernet port. The member ports of the same 

trunk group can balance the loading and backup for each other. ²ƻaŀǎǘŜǊΩ industrial managed switches support 2 

types of Port Trunk. One is LACP (dynamic) and the other is Static. Link Aggregation Control Protocol (LACP), which is 

a protocol running on layer 2, provides a standardized means in accordance with IEEE 802.3ad to bundle several 

physical ports together to form a single logical channel. LACP mode is more flexible, and it can change modes, either 

trunk or single port. Dynamic Port Trunk also provides a redundancy function, in case one of the links fails. If one of 

the trunk members has failed, it will still work well in LACP mode, but it will link down if using static mode. All the 

ports within the logical channel or so-called logical aggregator work at the same connection speed and LACP 

operation requires full-duplex mode. Static mode is still necessary, because some devices only support static trunk. 

Port Trunk Concept 

Port trunking protocol that provides the following benefits:  

ω Flexibility in setting up User network connections, since the bandwidth of a link can be doubled, tripled, or 

quadrupled.  

ω wŜŘǳƴŘŀƴŎȅτif one link is broken, the remaining trunked ports share the traffic within this trunk group.  

ω [ƻŀŘ ǎƘŀǊƛƴƎτMAC client traffic can be distributed across multiple links.  

To avoid broadcast storms or loops in User network while configuring a trunk, first disable or disconnect all ports 

that User want to add to the trunk or remove from the trunk. After User finish configuring the trunk, enable or 

re-connect the ports. 

If all ports on both switch units are configured as 100BaseTX and they are operating in full duplex mode, this means 

that users can double, triple, or quadruple the bandwidth of the connection by port trunk between two switches.  
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When User activates port trunk, certain settings on each port will be reset to factory default values or disabled:  

ω /ƻƳƳǳƴƛŎŀǘƛƻƴ ǊŜŘǳƴŘŀƴŎȅ ǿƛƭƭ ōŜ ǊŜǎŜǘΦ  

ω улнΦмv ±[!b ǿƛƭƭ ōŜ ǊŜǎŜǘΦ  

ω aǳƭǘƛŎŀǎǘ CƛƭǘŜǊƛƴƎ ǿƛƭƭ ōŜ ǊŜǎŜǘΦ  

ω tƻǊǘ [ƻŎƪ ǿƛƭƭ ōŜ ǊŜǎŜǘ ŀƴŘ ŘƛǎŀōƭŜŘΦ  

ω {Ŝǘ 5ŜǾƛŎŜ Lt ǿƛƭƭ be reset.  

ω aƛǊǊƻǊ ǿƛƭƭ ōŜ ǊŜǎŜǘΦ  

After port trunk has been activated, User can configure these items again for each trunk port. 

Port Trunk Setting 

The switch can support up to 8 trunk groups with maximum 8 trunk members per group. The member ports should 

use same speed/duplex and the same media type is better. 

The description of the columns is as below: 

TERMS DESCRIPTION 

Group ID Default: 0 

Group ID is the ID for the port trunk group. Ports with same group ID 

are in the same group. 

Type Default: Blank 

Static and LACP. Each Trunk Group can only support Static or LACP. 

Choose the type User need here. 

Click on Submit to apply the configuration, and Reload to refresh the table. 
















































































































































































































