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About This Manual

This user manual is intended to guide a professional installer to install and to configlRS@28HW V2.0
R228 HW V2.0and RP428 HW V2.0switch. It includes procedures to assist you in avoiding unforeseen
problems.

NOTE:

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this
switch.

Disclamer

WoMaster reserves the right to make changes to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all details and
variations in the equipma and does not claim to provide for every possible contingency met in the process of
installation, operation, or maintenance. Should further information be required or should particular problem arise
GKAOK INB y2i O2@SNBR &edzihe roaltdr Shyuldtbe refeFredNd WoKSter.dzéess Naksh be LIdzNLJ:
aware that updates and amendments will be made from time to time to add new information and/or correct possible
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been any such updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the third
parties.

WoMaster Online Technical Services

At WoMaster, you can use the online service forms to request tippart. The submitted forms are stored in server
for WoMaster team member to assign tasks and monitor the status of your serRtease feel free to write
to help@womaster.elf you encounter any problems.
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1.INTRODUCTION

1.10VERVIEW

RS428/2.0Series

Industrial 28G L2+ Rackmount Managed Ethernet Switch

RS428 is an industrial grade rackmount 28G switch with 20 Giga copper ports, 4 Giga combo ports and 4
100M/1G/2.5G fiber SFP slots. The 8 fiber Giga ports can link more field switches with long distance fiber connections.
The new RS428 design adds on MQTT protocol to support 10T and Cloud applications. Rugged design, cyber security
features and high EMC imunity makes the new RS428 an ideal solution for industrial control room, roadside traffic

control, industrial 10T, industrial Surveillance applications.

RS628/2.0

Industrial 28G L3 Rackmount Managed Ethernet Switch

RS628is an Industrial graderackmount 28G switch with 20 Giga copperons, 4 Giga combo ports and 4
100M/AGR2.5G fiber SFP ports. Up to 8 fiber Giga ports help to link more field switches with long distance fiber
connections. The 28 full giga ports enhance the overall throughput for industointrol room applications. The
advanced L3 routing and gateway redundancy enables fast and secured communications across different LAN.
Rugged design anlkdigh EMC immunity makes RS628 ideal solution for industrial control room, roadside traffic

control, industrial 10T, industrial Surveillance applications.

RP428v/2.0

Industrial 28G L2+ Rackmount Managed PoE+ Ethernet Switch

RP428 is an industrial grade rackmount 28G switch with max. 24 Giga PoE+ ports, 4 Giga combo ports and
4x100M/1G/2.5G fiber SHborts, support max. 8 fiber Giga ports help to link more field switches with long distance
fiber connections. The 24 full giga PoE+ ports, AC plus 2 DC inputs enhance the overall throughput and power
delivery capacities. Rugged design and high EMC imynumétkes RP428 an ideal solution for industrial Critical

Surveillance applications.



1.2MAJOR FEATURES

Below are the major features tiie Switch:

28-port Full GbE, by 2fort GbE RJ45 andpbrt GbE RJ45/SFP Combo, and 4 1G/2.5G SFP fiber ports
Up to 24 GbEopper R35 ports upto 8 100M/1G/2.5GbE fiber ports add more fiber links to field switches
Non-blocking switch fabric desigmith embedded pwerful 1.2GHz ARM Cot&®9 processor

SFP ports support 180'21000M or 1000M/25Chps with Digital Diagnostic Mdoring (DDM) to monitor long
distance fiber quality

ITUT G.8032 vl/v2 ERPS Standard Ring Redundancy pratopa@nd orts HWbased CFM transmission for
overcoming GbE copper physical limitation and providing minimum 20ms recovery time, seamless ogstorati
time and nter-Operability with 3rd party industrial switch and still remain fast recovery time

Rapid Spanning Tree Protocol (RSTP)/Multiple Spanning Tree Protocol &M&ERMhance RSTP performance
for large ring network topologies with up to 80 selies

IEEE 802.3af 15.4W / IEEE 802.3at 30W High PoweRPLB)(

200W PoE budget and excellent power efficiency evenQiC7operating temperaturdor 1 AC model, up to
600W for AC + Dual xggregatednput model(RP428)

PoE Load & Port LEDfront, Red_LED alarm while#5% PoE Load

Dynamic Routing with Redundancy ProtectidRiPv1&v2, OSPFv1&v2 for inttamain routing within an
autonomous system

VRRP guarantees sustainable routing in a single pbfailure.

Advanced management features: LACP/VLAN/Q/Private VLAN/ GVRP/QoS/IGMP Snooping/Rate Control/
Online MultiPort Mirror/ Advanced DHCP server, Client

Advanced Security system by Port Security, Access IP list, SSH and HTTPS Login
Event Notifications through-Bail, SNMP trap and SysLog
IEEE 802AB LLDP and optional NMS software for aofmlogy and group management
ClLlinterface Web, SNMP/RMON for network Management
Support WoMaster Software Utilities:
A NetMaster, Network Management System
A ViewMaster Discovery &GroupConfiguraion Utility
A ThingMaster*, ThingMaster OTA* for device management over Cloud*
A Support MQTT* protocol, ready to use AWS/Azure and Private Cloud Agent for cloud management
Multiple event relay output for enhanced alarm control
EN501234 certification for Railway Tracksid@oadside & Industrial Control Room applications

Wide range operating temperatur@ n 9 1/40-0c (RP428)

Please read the latest datasheet for up to date feature specifications.

*Phase 2 or By Request feature.



2. HARDWARE INSTALLATION

This chapter introdoes hardware, and contains information on installation and configuration procedures.

2.1HARDWARBIMENSION

RS428AC/RS42®CV2.0Dimension: 440 x 43.7270mm(W x H x D)
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Front Panel Layout

The font panelfrom RS428nclude 28-port Full GbE, by 2fort GbE RJ45 andpbrt GbE RJ45/SFP Combo, and 4
1G/2.5G SFP fiber portSystem LED, USB for configuration/firmware management5Rllagnostic consol&C or
DC Power Conmgor, Digital Input & Relay Outptlarm 1A@24Vand 2 mounting bracket holes

RS428 Series

4x 100/1000M Copper / 100/1000M SFP
Fiber Combo with LED for Link status
Configured as

- 4 Copperor
s b
Power, System & - 2 Copperand 2 Fiber 4x1G/2.56
Ring status SEP Fiber
with LED for

Link status

1xDigital Input £
1xDigital Output

Console, USB for
management AC Power or DC Power
90-264VAC, 88~300VDC

RP428 Series

4x 100/1000M Copper / 100/1000M SFP

Fiber Combo with LED for Link status

Configured as

- 4 Copper PoE+ or
20x 100/1000M RJ-45 PoE+ R 4% 1G/2.5G
with LED for Link status - 2 Copper and 2 Fiber SFP Fiber
with LED for
Link status

PoE Utilization &
PoE status

1xDigital Input

hd Console, USB for
1xDigital Output

management

AC Power or DC Power
90-264VAC, 88~300VDC




2.2WIRING THE POWER INPUTS

ACPower Inputport in the switchprovidesACpower input connectionsOperating voltageAC110/220 (9264VAC)

Connect tle attached power to the AC power input connecton the picture below ithe power connector

90-264VAC, 50-60Hz

HDCDCPower Inputport in the switchprovides1/2 sets ofpower input connectiongor the input of DC sourcen
the terminal block Please refer to the labglrint in the back of the switcht indicate the power input range and pin

definition of V+/\V, remember wire the Ground pin which is also located in the back of the switch

Wiring the DCPower Input
Insert the positive and negative wires into tile and Ycontact on the terminal block connector.

1

2. Tighten the wireclamp screws to prevent the power wires from being loosened.

3. Connect the power wires to suitable AC/DC Siiitg type power supply.

4. RP428 support 802.3at/af POE+ featufiche input DC vtdge should be in the range of 46VDC to DC 57V DC
for 802.3at PoE application(recommended to use D84V power supply)

5. RP428 support Dual AC + DC power mode. To aggregated two power type for higher PoE budget, the DC
input voltage should be adjusted toxéd 54V. DC with Lower input voltagets as backup poweonly.

WARNING:Turn off AC power input source before connecting the Power to the terminal b
connectors for safety purposeDon not turn-on the source of AC/DC powéefore all of the

connections were well established.

10



2.3WIRING THE ALARM RELAY OUTPUT (DO)

The relay output contacts are located on the front panel of the swittte relay outputonsistsof the 34th of 4-pin
terminal block connectothat usead to detect userconfigured events. The two wires attached to the fault contacts
form a close circuit when a useonfigured event is triggered. If a ussnfigured event does not occur, the fault
circuit remains openedThefault conditions such as powdailure, Ethernet port link break or other paefined

events which can be configuredtime switch Screw the DO wirgghtly after digital output wire is connected.

DO
71

Hjjmpnjn

NOTE:The relay contact only supports 0.5 A current, DC B¥/notapply voltage and current higher,

than the specifications.

11



2.4WIRING THE DIGITAL INPUT (DlI)

The Digital Input acceptone external DC type sighaput that consistsof the 12th of 4-pin terminal block
connector on the switc& top panel. Ad can be configured to send alert message through Ethernet when the signal
is changedThe signal may trigger and generated by external power switch, sudoasopen trigger switch for
control cabinet.The switcl® Digital Input accepts DC signal awwdn receiveDigital High Level input DC 11V~30V and
Digital Low Level input DC 0V~10V.

DI
+ -

0y 4y O

Here are the steps to wire the Digital Input:
STEP dInsert the negave and positive wires into the /+terminals, respectively.
STEP :ZTo keep the wires from pulling loose, tighten the witamp screws on the front of the terminal block

connector.
STEP 3nsert the terminal block connector prongs into the terminaldi receptor, which is located on tlssvitchQ a

top panel.

12



2.5CONNECTING TBROUDING SCREW

For avoiding system damage by noise or electric shock, establish a direct connection between the ground screw and
the grounding surface prior to connecting devicesth&t AC power input, the 3 pin include V+avid GNDAt the

DCpowerinput, the GND pin must be connected to the earth ground.

Grounding Screw, Rear Panel

2.6 RACKMOUNTING

Refer to the illustrations below; user can install the device in most standamdch9(48.3cm) racks.
1. Use the supplied screws to attach a mounting bracket to each side of the device.
2. Align the holes in the mounting bracket with the holes in the rack.

3. Insert and tighten two screws through each of the mounting brackets.

= ~

M

— [ounting Bracket Hole __|.<_a;i-.1
=— Mounting Bracket Hole

) (

(

N
)

oy

f— Mounting Bracket Hole

*— Mounting Bracket Hole

p

Mounting Ear & Screws

1xPWR Slim Housing (170mm) 2xPWR Housing

4. While insall multiple rackmount switches in the rackQibetter to reserve some space frame switch to

upper device for better heat dispersing.

WARNINGThetemperature of thetop surfae of the rackmount switch is usually hot, DO N

touch it while operating at high ambinet temperature

13



2.7COMBO PORT

The product series support 4 combo ports at Port 21 to 24. There are 3 types Port Mode combirzestiohdm
chipset behavior, the types are 4 Fiber, 4 Copper and 2 Fiber + 2 copper.
For configuration, please go to the Web GHihernet Port-> Port Setting -> Port

Mode Settings section te@hoose which Port Modgou would like to applyThe new

Port Modessetting can be activated after Cold Reboot.

Port Setting

Port Mode | 20 GbE Copper + 8 GbE Fiber v

20 GbE Copper + 8 GbE Fiber

Note: Reboot ¢ 24 GbE Copper + 4 GbE Fiber  : port Mode.
22 GbE Copper + 6 GbE Fiber

1
20GbE Copper + 8 GbE Fiber 4 x FiberSFP
(Default)
2 24GbE Copper + 4 GbE Fiber 4 x Copper
3 ) 2x Copper(Port 21:22)
22GbE Copper + 6 GbE Fiber )
2 x FiberSFP (Port 224)

- Thedefault Port Mode igié.

After finished configuring the settings, click 8Bnbmitto applythe configuration The new setting can be activated
after Cold RebootThe front panel and port setting in web GUI is automatically updated to new setting.

Cold Rboot is MUST every time when you changed the port mode.

The figure shows the current activated Mode and Front Panel.

2 4 6 8 10 12 14 16 18 20 2 4 2% o
meox gy M M W W W& CILICIE
veeorn NI NN NN NN NN BN NN BN N W L L L
1 ] [} 7 9 1" 3 15 17 19 Fil 2 F 27

.s” Pivg [ 1or1oom i 1000 .3:?£° Fok = Save ELogout (I. Reboot

Home » Ethemnet Port > Port Setting

Port Setting Port Status Port Trunk ~ Rate Control Storm Control Jumbo Frame CFM Setting

Port Setting

Port Mode | 20 GbE Copper + 8 GbE Fiber ¥

Note: Reboot system to activate the change of Port Mode.

14



2.8 POE+SYSTEMIORT

The RP428 series is the POE model which supporso24802.11at/af, each port support up to 30W. The PoE power
canbe supplied by AC or DC Power Source Unit. You can choose either or both depends on your need.
Before configuring, please redhe chapter3.3 FOWER OVER ETHERNET (PoE MODEL Sit@hplais

how to control PoEystem and each PoE port settings, PoE scheduling, Alive check or PoE priority while over PoE

budget.

Major PoE Specificatio@omparisonTable:
RP428 Series supports 802.3af/at POE+.

Type 1PoE Type 2PoE+ Type 3PoE++
(RP428 Series) (RP428 Series) (Ex:SCB1200)
Standard 802.3af 802.3at 802.3bt
PSE min. output 15.4W 30W 60W90W
PD min. Input 12.95W 25.5W 51W~60W
Voltage Input 44~57V 50~57V 50~57V
Typical: 48V Typical: 54V *Note 1 Typical: 54V
Max. Current 350mA 600mA 600mMA per pair
Cable Catimin.) Catbe Catbe AboveCat5e
*Note 2 *Note 2
Power over 2-pairs 2-pairs Class @t 2/4 pairs
(V+: 4/5 V-: 7/8) Class 5/6: 4 pairs
Length 100m 100m 100m
Note Target to ratify 802.3bt at
2017

Note 1: Considering the voltage lost while wiring long diste Ethernet cable, we suggest typical voltage input of
PSU is 54V. The AC PSU within the RP428 is fixed 54V.

Note 2: When POE Ethernet power is used in factory wiring, dozens of lines are often laid together. Multiple wires
will generate more heat, whichwill have certain safety hazards. Please choose a better quatityd higher
operating temperature wire In addition to the wire, the quality of the RJ4Bonnectoris also very important.
Inferior quality RJ45plug may also cause damageshort or even machine/PD damagein poor environmental

factors. Usually we will recommend more famous brangsnd with clearly specifications of RJ43ug.

15



Dual Power Mode
RP428 supports single AC, DGallDC and AC+DC Input types. The typical voltage input for PoE sy$tewd 54V.
Different power input indicate maximum PoE power the system can offédredual power input model, user can

aggregated the power source with the same voltage input to reach higher PoE power.

AC + 2DGB4V Aggregatedviode:
T AC: Fixed 54V tBoE Max. AC power budget is 220W@70150W@5S5 .
i High Voltage is Bin source the lower voltageis BackupEx: AC is main, 48VDC input is backup.
i Aggregated power while AC/DC has the same power input voltage.
T Periodicallycheck whether the DC PSU deliver power source norndtht a long ime of use, the

voltage may drift a little, please adjust the voltage and reconfirm.

Rackmount DC PSU Wallmount DC PSU

Rackmount AC PSU

RACK MOUNT POWER SUPPLY

AdleSt Power Output
to Fixed 54V.

DualDC54V InpuMode:
I Typical 54V, Range from 50~5K\ax. 1xDC power budget is 240W@70
i Higher Voltage is ®in source the lower voltageis Backup

I Aggregated PoE sae while 2xDC have the same poweftagelsource

DC 54V DC 54V
ateh FED
AC Input H | =
(AC->54V)

i RS232  RSA8S

soc  awsun A% ] Reser
.

t 0060 0
——1 |

T

Dual Output Rackmount Power Supply
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PoE Budget
Port Budget Plan in high port density switcéystem The 24port PoE switch equips with 3 PSE chip, each chip

deliver power to 8 ports, Port-& is group 1, port 96 is group 2 and port 127 is group 3. For better heat
dispersing, we suggesteparatethe high power consumption Power Device diferent group. For example, the
maximum power consumption is 220W of AC system, we suggest max. 50~70W for each group. You can connect

them to different group or configure the PoE budget of each port in here.

Port Budget Plan inrPoE port: The PoE port budget is compliant with IEEE 802.3at/af standdre. maximum
availablecurrent in 802.3at i500mA the maximum availablecurrent in 802.3af i850mA The maximum PoE
budget of the PoE port can be configuiedWeb GUIs 33Win our PoE Switch

IEEE 802.3at Input Voltag&p enable the IEEE 802.3at High Power PoE function, therpoput voltage should be

DC ®~57V to obtain better performance. AppiddC 48V to PoE Switch and perform 30W high power output may
cause the PoE disable automatically. To avoid this issue, we suggest thejypower supply output t&4V DCor
higher. In usually, the Switching power supply adopted adjust resistor for vditegaune.

PoE Priority in RP428

If the system POE consumption is over the system budget control, the PoE system will turn off low priority port PoE

function, until the consumption is becomes smaller than the system budigdtP428, the PoE prioritydepended
on port number, the small port number has higher priority than high port numberebns port 1 always has highest
priority, then the port 2, 3X and port 24 is the lowest priority port.

The priority setting is preonfiguredin RP428 systenThere is no Web GUI andydon®need to configure it.

WARNING:During the PoE operating, the surface will accumulate heat and caused sy
GSYLISNI G§dzNBE 06S02YSa KAIKSNI GKIFY FYoASyle

surface during PoE operating.
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3. WEB MANAGEMENT CONFIGURATION

To acces the managemennterface, WoMaster hasseveralwaysaccess mode through network;they are web

management, console management and telnet managem©feb interface managements the most common way

and the easiest wayjo manage a networkthrough web interface managemerd, switch interface offering status

information and a subset of switch commands through a standard web browstiie network is down, aother

alternative to access thenanagement interface&ean be usedThe alternative way is by using console and telnet
management whiclis offer configuration way through CLI Interfad®oMaster alsoprovide excellent alternative by

O2y TA3IdNE GKS agAG0OK @Al w{HoH O2yaz2ftS OFrotS AT dzaSNJI |
network connection to Manage Switch. Thignanual describes the procedures for Web Interfacand how to

configure and monitor the managed switanly. For the CLI management interface please refers to @hé

Command User Manual

PREPARATION FOR WEB INTERFAREGEMENT

WoMasterprovides Wehinterface managementhat allows usetthrough standard webbrowser such as Microsoft

Internet Explorer, or Mozilleor Google Chromeo access andonfigure the switchmanagemenbn the network.
1. Plug theACDC power to the switch and connect sehi to computer.
2. Make sure that the switch default IP addres§$2.168.10.1
3. Check that PC has an IP address on the same subnet as the switch. For example, the PC and the switch
are on the same subnet if they both have addresses that start 192.16@4.292.168.10.2 The subnet
mask is 255.255.255.0.
4. Open command prompéand pingl192.168.10.%0 verifythat the switch is reachable
5. Launch the web browser (Internet Explorer or Mozilla Firefox or Google Chrome) on the PC.

6. Typehttp://192.168.10.1 (or the IP address of the switch). And then prEsdgerand the loginpagewill

appear.
7. Type user name and the password. Default user nadein and passwordadmin. Then click.ogin
8. The system will ask you entdlew User Name & PasswordConfirm Passwordafter first Login, please

follow the indication to enter new username or password.

RS428 Please change the password!
| admin | Name admin
| | Privilege 157
New Password
W Confirm Password
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In thisWeb management foFeatured Congjuration, user will see all aVoMaster{ & A {varfo Zonfiguration
menusat the left side fran the interface. Through this web management interface useraafigure monitoring,
and set the administration functions.The whole informationused web managementinterface to introduce the
featuredfunctions.Usercanuse all of the standard webrowser to configure and access the switch on the network.
Following topics are covered in this chapter:

3.1 System

3.2 Ethernet Port

3.3 Power over Ethernet (PoE Mddenly)

3.4 Redundancy

3.5 VLAN

3.6 QoS

3.7 Multicast

3.8 Routing

3.9 SNMP

3.10 Security

3.11 Warning

3.12 Diagnostics

3.13 Backup / Rstore

3.14 Firmware Upgrade

3.15 Reset to Defaults

3.16 Save

3.17 Logout

3.18 Reboot

3.19 Front Panel

3.20 INDUSTRIAL
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3.1SYSTEM

When the user login to the switch, user will see the system section appear. This gecvidesall the basic setting
and informationor common settindrom the switch that can beonfiguredby the administrator

Following topics is included:

3.1.1 Information

3.1.2 User Account

3.1.3 PSetting

3.1.4 Dateand Time

3.1.5 DHCP Server

3.1.1 INFORMATION
Information section this sectionshows the basic informain from the switchto make it easier to identify different

switches that are connected to User netwoflhe figure below shows the interface of the Information section.

Home » System » Information

Information User Account = IP Settings ~ Date and Time ~ DHCP Server =

RS428 2022242628

System Name switch
System Location

System Contact

QID 1.3.6.1.4.1.47114.1.1
System Description 2022242628
Software Version 1.0-1554702303
MAC Address 94:66:E7:9F:03:01

(E—

The description of the Yy F 2 NX | (i A 2is/a@Below:y G SNF I OS
TERMS DESCRIPTION

SystemName Default: switch

Set up a name to the switch device

System Location Default: Blank
'aSN) Oy alISOATe (GKS agAlioOKQa LXKe

System Contact Default: Blank
User can specify the contact person here. User can type the name, malil

address or otkr information of the administrator.

OID Indicates he Object ID of the switch.

System Description | Display the name of the product.

SoftwareVersion Display the firmware latest version that installed in the device.
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MACAddress

5AaLX & (K SACHKIdER ihdat &8gned byathe manufacturer.

restarted

NOTEFor any kind of changes in configuration settings always remember to cli8kv@io save

the settings. Otherwise, all of settings User has madiebe lost when the switch is powered aif

After finish the configuration, click ddubmitto apply User settings.

3.1.2 USER ACCOUNT

WoMI & sk supports the management accountgith the Namedefault setting isadmin and the authority

allow user b configureall of configuration parametersBelow is the User Accountsectionthat consistsof two

interfaces, Local User and Radius Interface.

NOTEForsecurity consideration pleasechangethe password after first log in.

3.1.2.1LOCAL USER

Home : System : Local User

Local User

Name
New Password

Confirm Password

(N—

Information User Account v

admin

IP Setting «

Date and Time DHCP Server v

The Local User interfaabescribes how to configure the system user name and passworthédoweb management

login. To change thd&lameand Password, user just needs to input a new Name and New Password then confirm the

new passwordn this Local User sectiodfter finished, cliclSubmit(i 2 I LJILJX & (GKS OKISgvatked ® 52 y (

settings Try to relogin with the new User Name and Password.

The description of th&éocal Usemnterfaceis as below:

TERMS

DESCRIPTION

Name

Default: admin

Key in new user name here.

New Password

Default: admin

Key in new password here.

Confirm Password

Retype the new password again to confirm it.

After finished setting up the User Name and Password, clickutimitto apply the configuration.
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3.1.2.2 RADIUS SERVER

ThewSY20GS ! dziKSyGdAOFGdA2y BS5AFE Ly | &@&SNJ { SNIiénScationw! 5L ! { (
Authorization and Accountingystem for connecting to network services. The fundamental purpose of RADIUS is to
provide an efficient and secure mechanism for user account manager®&iDIUS server system allows you to

access the switch throilngsecure networks against unauthorized access.

Home : System » RADIUS Server

Information User Account IP Setting Date and Time « DHCP Server v
RADIUS Authentication

RADIUS Server 1

RADIUS Server IP
Shared Key

Server Port

RADIUS Server 2

RADIUS Server IP
Shared Key

Server Port

How to set up a RADIUS server:

a. Enter the IP address of the RADIUS serv8enverlP Address

b.  Enter theShared Secrevf the RADIUS server

c. Enter theServer portif necessary, by default RADIUS serverrist® port 1812
d. ClickSubmit

The description of th&@ADIUS Authenticatidnterfaceis as below:

TERMS DESCRIPTION
RADIUS Server IP Radius Server IP Address
Shared Key Shared key are used to verify that RADIUS messages, with the excep

the AccesdRequest message, are sent by a RABsU&bled device that is
configured with the same shared key. Shared key also verify that

RADIUS message has not been modified in transit (message integrity).

Server Port Set communication port of an external RADHg8/er as the authenticatior]

database Thegeneralvalueis 1812

3.1.2.3 TACACS+

The Terminal Access Controller Access Control System (TACACS+) security protocol is a recent protocol developed by
Cisco. It provides detailed accounting information andilflexadministrative control over the authentication and
authorization processes. TACACS+ allows for a single access control server (the TACACS+ daemon) to provide
authentication, authorization, and accounting services independeBtjow TACAS+ servertagg allows you to

configure TACAS+ Server settings.
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How to set up aTACACSserver:

a. Select theAuthentication Type

b. Enter theAuthentication Timeoutin seconds
Enter the IP address of tlHBACACSserver inServerlP Address

Enter theServer portif necessary, by defaufTACACSserver listens to por49.

c
d. Enter theShared Secredf the TACACSserver.
e
f.

ClickSubmit

The description of th@ACASinterfaceis as below:

TERMS

DESCRIPTION

TACAS+ Server IP

TACACS+ Server IP Address

The system allows 2 TAEBAservers

Share Key

Specifies the shared key for TACACS+ communications between the
and the TACACS+ server. The shared key must match the encryptior,
on the TACACS+ server.

Server Port

Set communication port of an externeBACACSserver aslie

authentication databaserhegeneralvalueis 49

Authentication Type

Type PAP ASCIICHAP

Select the authentication type to authenticate to the server.

ServerTimeout

Default: 5
The maximum number of seconds allowed establishing a TCP conng
between the device and the TACACS+ server.
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3.1.3 IP SETTING
IP Setting sectioallows users to configure both IPv4 and IRauesfor management access over the network.

WoMasterswitch supports both IPv4 and IPv6, and can be managed through either ofathdress types.

3.1.3.1 IPV4
DHCP Client

Home : System : |PV4 Seffing

Information User Account v IP Setting ~ Date and Time ~ DHCP Server «
IP Setting

DHCP Client |Disable ¥

2 KSy 51/t [/ fASYyld FdzyOldAazy A& SyloftSRZ Iy Lt | RRNBaa oA
In this mode, the default IP address will be replaced by the one assigned by DHCP server. If DHERiSdieled,

the configured IP settings will be used. The DHCP client will announce the configured System Name as hostname to
provide DNS lookufhe description of the columns is as below:
TERMS DESCRIPTION

DHCP Client Select toEnableor Disableto activate or deactivate the
DHCP Client function.

IPv4Configuration

IPv4 Configuration

IP Address 192.168.10.1
Subnet Mask 255.266.255.0
Default Gateway

DNS Server1

DNS Server 2

The IPvAConfigurationA y Of dzRSa G(KS &a¢AGOKQa Lt FRRNBaa FyR &adzmySi
gateway. In addition, input cells are provided for the IP addresses b$t and 2nd DNS serve&@onfigure the
YFEyFr3ISR a6A0G0KQa Lt aSdday3aao ¢ k&ofiguatamNS 0SSt 2¢ akKz2ga Gl
The description of the columns is as below:

TERMS DESCRIPTION

IP Address Default: 192.168.10.1

Set up the IP addressgerved by User network for User switch. If DHCP
Client function is enabled, no need to assign an IP address to switch as
be overwritten by DHCP server and shown here.

Subnet Mask Default: 255.255.255.0

Assign the subnet mask for the IP addreseh&rDHCP Client function is
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enabled, no needs to assign the subnet mask.

Default Gateway Assign the gateway for the switch here.

DNS Server 1, DNS | Specifies the IP address of the DNS server 1 and 2 thafrussdr network.

Server 2

3.1.3.2 IPv6
IPV6 Setting

IPV6 Setting

IPvi Address Prefix Length

(A

IPv6 Default Gateway

(“Submit |

IPvE Address

feBl::9666:e7T:fe12:935 64

An Ipv6 address is represented as eight groups of fexadecimaldigits, each group representing 1$ts (two
octets). The groups are separated bglons(the length of Ipv6 address is 128hitAn example of an Ipv6 address is:
fe80::21277ff.feff:1ach/64

The description of the columns is as below:

TERMS DESCRIPTION

Ipv6 Address Addthe IPv6 address. The network portion of the address can be

configured by secifying the Prefix and usingedd-64 interface ID in the
low order 64 bits. The host portion of the address is automatically
generated using the modified EB4 form of the interface identifier
6{sAG0OKQa a!/ | RRNBaaovo

Prefix Length The size of subnet or netwok, and it equivalent to sudnetmask, but

written in different. Then clickkddto apply new address to the system.
Ipvé Default Gateway | ¢ KS LINBFAE @+t dzS Ydzad 68 F2NX¥I
Il RRNBaaAy3a ! NOKA sé&aratatrieSithéxadezimaly” 3

values. @e double colon may be used in the address to indicate the

appropriate number of zeros required to fill the undefined fields.

Ipv6 Address The default IP address dhe Switch fe80::212:77ff:feff:1acb/64

Select existed Ipv6 address and clReknoveto delete IP address. Click

Reloadto refresh and reload list.
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NeighborCache
The IPv6 neighbdebleA y Of dzRSa ( KS y SA 3K o hikdage MAG/ARIRSON the durgeot sthteR R NB & &
of the entry.

Neighbor Cache

IPv6 Address Interface Link Layer (MAC) Address State
feB0::f99c:1b01:729:436c | vlan1 38:d5:47:94:13:35 STALE

The description of the columns is as below:
TERIS DESCRIPTION

NeighborCache The system will update Neighb&@acheautomatically, and

user also can clidReloadto refresh the table.
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3.1.4 DATE AND TIME

3.1.4.1 DATE AND TINBETTING
The?2 2 a | a swlcNXas a time calibration function based on informaticom an NTP server or user specified

time and date, allowing functions such as automatic warning emails to include a time and date stamp.

NOTEThe? 2 a | & swicNdbes not have a retime clock. The user must update the Current
Time to set the inial time for the?2 2 a | & swicN&lter each reboot, especially when there is 1f

NTP server on the LAN or Internet connection.

Date and Time

¥r(2017 | Mon |01 Day (1 Hr |05 Mn |34 Sec |28
Current Time

Time Zone (GMT) Greenwich Msan Time: Dublin, Edinburgh, Lisbon, London ¥
NTP Enable NTP clisnt update

1st Time Server N/A

2st Time server NfA

Daylight saving Dissble ¥

Time
D?a"rlt'ght Saving 1st v [Sun ¥ in[Jan ¥ |at[o0 v |00 ¥

Eﬁé"ght Saving 1st ¥ |[Sun ¥ fin[Jan ¥ |at[00 ¥ |[00 ¥

(“Cancel"|
The description of the columns is as below:
TERMS DESCRIPTION
Current Time User can configure time by inputritanually. User also can click the

GetTimefromPd@ 2 384G t/ Qa GAYS asad

Time Zone Choose the Time Zone section to adjust the time zone based on
user area.
NTP Enable NTP Client updatey checking this boxX.he system will send

request packet tacquire current time from the NTP server that
assigned.

*Make sure that the switch also has the internet connection.

1st TimeServer &nd Time Server Choose from NTP Server List, to adjust User system time.

Daylight Saving Time Enable the Daylight Sang Function and the setting of function star|
and end time or disable it.

Daylight Saving Stai& Daylight Allows user to sets the Start and End time individually.

Saving End

After finished configuring, click ddubmitto activate the configuration.
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IEEE 1588 PTP
IEEE 1588

IEEE 1588 was published in 2002, expands the performance capabilities of Ethernet networks to control systems that
operate over a communication network. In recent years an increasing number of electrical power systems have been
using amore distributed architecture with network technologies that have less stringent timing specifications. IEEE
1588 generates a mastatave relationship between the clocks, and enforces the specific timing requirements in
such power systems. All devicesimhtely get their time from a clock known as the grandmaster clock. In its basic
F2NXZI GKS LINRP(G202f A& AYGSYRSR (G2 0SS FRYAYA&AUNI GA2Yy TN
How Does an Ethernet Switch Affect 1588 Synchronization?

An Ethernet switch potentially introduces muitiicrosecad fluctuations in the latency between the 1588
grandmaster clock and a 1588 slave cldtken these fluctuationsreincorrect, it will cause synchronization errors.

The magnitude of these fluctuations depends on the design of the Ethernet switch andletiads of the
communication traffic. Experiments with prototype implementations of IEEE 1588 indicate that with suitable care
the effect of these fluctuations can be successfully managed. For example, use of appropriate statistics in the 1588
devices to ecognize significant fluctuations and use suitable averaging techniques in the algorithms controlling the

correction of the local 1588 clock will be good design means to achieve the highest time accuracy.

Can Ethernet switches be designed to avoid the etfeof these fluctuations?

A switch can be designed to support IEEE 1588 while avoiding the effects of queuing. In this case two modifications
to the usual design of an Ethernet switch are necessary:

1. TheBoundary Clock and Transparent Cloftknctionaities defined by IEEE 1588 must be implemented in the
switch.

2. The switch must be configured so that it does not pass IEEE 1588 message traffic using the normal communication

mechanisms of the switch.
Such an Ethernet switch will synchronize clockedtly connected to one of its ports to the highest possible

accuracy.

Themainfunction of IEEE 1588tis synchronize the clocks of different end devices over a network at speeds faster

than one Micresecond. After time synchronized, the system time di#play the correct time of the PTP server.
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3.1.4.2 PTP SETTING
The PTP can be set in this PTP Setting webipaghkich the user can configure PTP. Tty@part ofthis figure allows

the usersto enable or disable the PTP functiofo enable PTP on theamaged switch, please chseEnable. Note
that the PTP functions will nactive if the Operationis disablal. Please see description of PBRttingin table

description. Note that after setting the desired P3é&tting please cliclApplybutton to allow te configuration take

effect.
PTP Setting
Operation Disable ¥
Operation Mode Auto Elect i
Synchronization Interval 0(1s) v
Announce Interval if2s) *
Announce Receipt Timeout 5
Minimum Delay Request Interval | 1(2s) v
Domain Number 0
Priority 1 128
Priority 2 128
Delay Mechanism EET
(“Apply"

The description of the columns is as below:

TERMS DESCRIPTION

Operation Default: Disable
Enable/Disable the PTP function. This is the main option that needs to be enab

that the PTP function will work

Operation Mode Default: Auto Elect
Choose Mode (Autdlect PreferredMaster Clockor Slave)

Synchronization Default: 0 (1s)
Interval Set the interval of the sync packet transmitted time. Small interval causes too

frequent sync, which will cause mol@ad to the devicand network.

Announce Interval Default: 1 (2s)

Sets the announce message interval

Announce Receipt Default: 6

Timeout The multiple of announce message receipt timeout by the announce message
interval.

Minimum Delay Default: 1 (2s)

Request Interval Minimal delay request message interval

Domain Number Subdomain name (IEEE 158802) or the domain Number (IEEE 1828®8) fields in

PTP messages

FirstPriority Default: 128

Set the clock priority 1 (PTP version 2). The lower values take precedence to be
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sekected as the master clock in the best master clock algorithm, O = highest prio
255 = lowest priority.
SecondPriority Default: 128

Set the clock priority 2 (PTP version 2). The lower values take precedence to bg
selected as the master clock in thedbenaster clock algorithm (BMCA), 0 = highe

priority, 255 = lowest priority.

Delay Mechanism Default: E2E
Configures the delay mechanism in boundary clock mode.
E2E The delay request or response mechanism used in the boundary clock mo

P2P- The per-to-peer mechanism used in the boundary clock mode

3.1.5 DHCP SERVER
DHCP Server Setting

2 2 al &swlcNIms DHCP Server Function that will provide a new IP address to DHCP Client. After enable DHCP
Server function, set up the Network IP address for the PIS€rver IP address, Subnet Mask, Default Gateway

address and Lease Time for client. Below is the DHCP Server Setting interface

DHCP Server Setting

Global Setting |Dissble ¥

(e—

Address Pool Add

Pool Name

L)

Address Pool List

Pool Name i

Address Pool Setting

Pool Name
Network 0.0.0.0/0
Mask 0.0.0.0

Default Gateway | |0.0.0.0

Lease Time

(—

{80~31526000 seconds)
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The description of the columns is as below:

TERMS DESCRIPTION

Global Setting Select toEnableor Disableto activate and dactivate DHCP Server function.

Address Pool Add Add address pool to local DHCP Server

Address Pool List Choose the address pool setting that has been entered

Network OYGSNI GKS adlNIAY3a Lt | RRNBaasSa F2N

Mask Assign the sbnet mask for the IP address here.

Default Gateway 9YGSNI 6KS SyRAY3 Lt | RRNBSaasSa T2NJ i

Lease Time The maximum length of time for the IP address lease. Enter the Lease time in
minutes. (Lease Time range:-80536000 seconds

The DHCP Server will automatically assign an IP address to the computers on the LAN/private network. Be sure to set
dzaSNJ O2YLJziSNB G2 o6S 51/t OftASyida o6& aSidAy3da GKSANI ¢/t
user turns the computersn, they will automatically load the proper TCP/IP settings provided by the switch. If User
manuallyassigndP addresses to User computers or devices, make sure the IP addresses are outside of this range or

User may have an IP confliétfter finished cafiguring, click orsubmitto activate the configuration.

Excluded Address List

The figure below shows thexcluded Address Ligthe IP address that is listed in tBxcluded Address Lisable will

not be assigned to the network devices.

Excluded Address List

Excluded IP ||152.168.10.10

(“Add"|

Index IF Address

1 |||192.168.10.10

The descriptin of the columns is as below:

TERMS DESCRIPTION

Excluded Address List Type a specific address into tBgcludedPfield for the DHCP
server reserved IP address. Then chdkl, to remove an IP
address from the list clidRemove To refresh the list, dk
Reload
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StaticPort/IP Binding List
The figure below is the web interface fStaticPort/IP Binding List

Static Port/IP Binding List

Port 5

IP Address | [192.168.10.15

(“Add |
Index Port IF Address
1[5 152.168.10.15

Type the specifi€ortand IP address, and then cliékid to add a newPort & IP address binding rule for a specific

client. The descriptiorof the columns is as below:

TERMS DESCRIPTION

Port Theport that wishes binding.

IP Address The IP address that will assign to the device with the Binding MAC address.

To remove from the binding list, select the index and dReknove To refresh theist, clickReload

Static MAC/IP Binding List
The figure below is the web interface fBtatic MAC/IP Binding List

Static MAC/IP Binding List

MAC Address | [000f.fe4d.9196

IP Address | [192.168.10.20]

(“Add

Index MAC Address IP Address

1 ||000f.fe4d.9196 152.168.10.20

Type the specific MAC and IP address, and then Aticko add a new MAC & IP address binding rule for a specific

client.

The descriptiorof the columns is as below:

TERMS DESCRIPTION
MAC Address The MAC address of the device that wishes binding.
IP Address The IP address that will assign to the device with the Binding MAC addf

To remove from the binding list, select the index atickdiRemove To refresh the list, clicReload
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Option 82IP Binding List
The figure below is the web interface f@ption 82IP Binding List

Option32/IP Binding List

Circuit 1D 01000101
Remote ID | [cOABTFFD

IP Address | [192.168.10.9]

Index  Circuit D Remaote ID IP Address
1| /01000101 COABTFFD 192.168.10.9

Type the specifi€ircuit ID, Remote IBnd IP address, and then cliékld to add a new binding rule for a spiéic
client.

The description of the columns is as below:

TERMS DESCRIPTION

Circuit ID TheCircuit 1Dof the device that wishes binding.

Remote ID TheRemote IDof the device that wishes binding.

IP Address The IP address that will assign to the dewvidth the Binding MAC address.

To remove from the binding list, select the index and dReknove To refresh the list, clicReload
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DHCP Option 82

The DHCP Relay Agéot DHCP Option 8R)akes it possible for DHCP broadcast messages to be sent otersto
The DHCP Relay Agent enables DHCP clients to obtain IP addresses from a DHCP server on a remote subnet, or those

that are not located on the local subnet.

DHCPOption82 & dzaSR o6& (KS NBflFe |3S8Syid G2 AWCP3eNdest.THeRAayA 2y | f
Agent Information option is inserted by the DHCP relay agent when forwarding-aligimiated DHCP packets to a
DHCP server. Servers can recognize the Relay Agent Information option and use the information to implement IP

addresseso Clients.

WhenDHCROption 82 is enabled on the switch, a subscriber device is identified by the switch port through which it
connects to the network (in addition to its MAC address). Multiple hosts on the subscriber LAN can be connected to
the same porbon the access switch and are uniquely identified.

The Option 82 information contains 2 soptions, Circuit ID and Remote ID, which define the relationship between
the end device IP and the DHCP Option 82 serverCirceait IDis a 4byte number generatd by the Ethernet

switcht a combination of physical port number and VLAN ID.

DHCP Option 82

DHCP Relay Agent |Enzble ¥

(I—

Helper Address

Helpar Address

=3

Helper Address 1) | [192.168,10.19
Helper Address 2
Helper Address 2

Helper Address 4

“Remove |

The description of the columns is as below:

TERMS DESCRIPTION

DHCP Option 82 | Select toEnableor Disableto activate or deactivate DHCP relay agent function, a
then select tle modification type of option 82.

Helper Address ¢KSNBE N8B n FTAStRa F2NJGKS 51/t &aSNJ
address of DHCP Server.

And clickSubmitto activate the DHCP relay agent function. All the DHCP packets from dlidn¢ wodified by the
policy and forwarded to DHCP server through the gateway paiten Option 82is enabled on the switch, a
subscriber device is identified by the switch port through which it connects to the network (in addition to its MAC

address).

34



Rday Policy

Replace- Replaces the existing option 82 field and adds new option 82 field. (This is the default setting).

Keep- Keeps the original option 82 field and forwards to server.

Drop - Drops the option 82 field and do not add any option 82 field.

Relay Policy

% Replace
Keep
Dirop

(“Submit"|

Circuit ID & Remote ID

The DHCPOption 82 information also contains 2 sabtions, Circuit ID and Remote ID which define the

relationship between the end device IP and the DHCP Option 82 server. The Circuit byte aumber generated

by the Ethernéswitch. To activate this section, please make sure that DHCP Relay Agent is enabled.

Circuit 1D
Porti ¥ Default (WLANFort) User Defined
(“Submit|
Faort Circuit ID HEX value
1 00010001 20010001
2 00010002 00010002
3 00010003 0010003
4 00010004 00010004
5 00010005 00010005
8 00010006 00010008
7 00010007 20010007
5 00010008 20010008
o 00010009 00010002
10 0001000z 0001000

The format of theCircuit IDis shown above: D1c00ch M G KA & A& ¢KSNB

iKS TANAIG

GKANR -0A&dSAanm2NYSR o0& WKS A NI o[elibS samél yia F2NXY SR

00c01¢00¢01 is theCircuit IDof port number 1 with port VLAN ID 1.

Remote ID

Default (MAC Address)

P Address

User Defined
Remate ID HEX walue
S4i86:e7130198:34 46679834

TheRemote IDidentifies the relay agent itself and can be one of the following:

1. The IP address of the relay agent.
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2. The MAC address of the relay agent.
3. A combination of IP address and MAC address of the relay agent.

4. A useidefined string.

DHCP Leased Entries
The figure below shows theHCP Leased Entridswill show the MAC and IP address that was assigyesivitch

DHCP Leased Entries

Index IP Address MAC Address Leased Time Remains

1 152,168.10.3 ac22.0b70.cd13 55

(FRersE"

Click theReloadbutton to refresh the list.

The description of the columns is as below:

TERMS DESCRIPTION

IP Address IP address that was assigneddwitch
MAC Address MAC address that was assigneddwjitch
Leased Time Remains Remains tne for the IP address leased
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3.2ETHERNET PORT

Ethernet Port section is used to access the port configuration and rate limit control. It also allows User to view port

status and port trunk information.

3.2.1PORT SETTING

The product series support 4 comiports at Port 21 to 24. There are 3 types the switch can support which are 4
Fiber, 4 Copper and 2 Fiber + 2 coppert Mode Settings section allows users tthoose which Port Mode and the

new Port Mode setting can be activated after Cold Reboot.

Port Setting

Port Mode | 20 GbE Copper + 8 GbE Fiber ¥

20 GbE Copper + 8 GbE Fiber

Note: Reboot £ 24 GbE Copper + 4 GbE Fiber  : port Mode.
22 GbE Copper + 6 GbE Fiber

1
20GbE Copper + 8 GbE Fiber 4 x FiberSFP
(Default)
2 24GbE Copper + 4 GbE Fiber 4 x Copper
3 ] 2x Copper(Port 21-22)
22GbE Copper + 6 GbE Fiber
2 x FiberSFP (Port 224)

- The default Port Mode i&l€.

After finished configung the settings, click o8ubmitto applythe configuration The new setting can be activated

after Cold RebootThe front panel and port setting in web GUI is automatically updated to new setting.

Cold Reboot is MUST every time when you changed the pootde.

PerPort Settings section allows users to enable or disable each port function; state the speed/duplex of each port;

and enable or disable the flow control of the port.
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Home » Ethermnet Port » Port Sefting

Port Setting Port Status Port Trunk - Rate Control Storm Ceontrol Jumbo Frame CFM Setfing
Port Setting

Port State Speed/Duplex  Flow Control Description

1 Enable ¥ | |AutoMego ¥ | |Disable ¥

(]

Enable ¥ | |AutoMego ¥ | ||Disable ¥
3 Enabl= ¥ | |AutocMegs ¥ | ||Disable ¥
4 Enabl= ¥ | |AutocMegs ¥ | |Disable ¥
5 Enabl= ¥ | |AutcMegs ¥ | |Disable ¥
5] Enable ¥ | |AutcMegs ¥ | |Dissble ¥
Enable ¥ | |AutoMego ¥ | |Dissble ¥
5 Enabls ¥ AutoNego ¥ Disable ¥
a Enabls ¥ AutoNego ¥ Disable ¥
10 Enabls ¥ AutoMegs ¥ Disable ¥
11 Enabls ¥ AutoMegs ¥ Disable ¥

12 Enable ¥ | |AutoMego ¥ | |Disable ¥

e

The port21~24 arecombo port designafter configured the global port mode tgpthe web GUI display the available

parameters of Copper/Fiber you can configure. Below figure is the example while the P24ti2lin Fiber type
(default mode), the available Speed/Duplex is 100M Full or 2000M Full.

21 Enable v AutoNegotiation ¥ Disable v

22 Enable v 100 Full Disable v
1000 Full

23 Enable v AutoNegotiation v Disable d

24 Enable v AutoNegotiation v Disable v

The description of the columnsas below:

TERMS DESCRIPTION
Port Shows port number
State Default: Enable

Enable or disable a port

Speed/Duplex Default: AutoNegotiation

Users can set the bandwidth of each port as Aoggotiation, 100 full,200 half,10
full,10 half mode foiGigaEthernd Port 1~8 jel~ge8). ForGigabit Ethernet Port
9~12: (e9~e12), it can be set up to 100M Full Duplex(1Rdl)only.

Flow Control Default: Disable

Enablemeans that User need to activate the flow control function in order to let
flow control of thatcorresponding port on the switch to workisablemeans that
UserR 2 S &nge@td activate the flow control function, as the flow control of that

corresponding port on the switch will work anyway.

Description The description of interface.

After finished configuring the settings, click @ubmitto save the configuration.
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3.2.2PORT STATUS

Port Status provides current port status.

Home : Ethemet Port » Port Stalus

Port Setting Port Status Part Trunk Rate Centrol Storm Control Jumbe Frame CFM Setting
Port Status
Port  Link State  SpeediDuplex  FIOW - SFP - yayelength  Distance
1 Up Enablz 1000 Fue Dizable -
2 Diowim Ensbla - Dizabls -
3 Diowm Enable — Dissble —
4 Diowim Ensbla - Dizabls -
5 Diowm Enable — Dissble —
a Diowim Ensbla - Dizabls -
T Diowm Enable — Dissble —
2 Diowim Ensbla - Dizabls -
o Diowm Enable — Dissble —
10 Diowim Ensbla - Dizabls -
11 Diowm Enable — Dissble —
12 Diowim Ensbla - Dizabls -
SFP DDM

WoMaster Industrial Switch supports the SFP module with digital diagnostics monitoring (DDM) fuiittion.
techndogy allows the user to monitor retilme parameters of the fiber optic transceivers, like optical input/output
power, temperature, and transceiver supply voltagfean SFP module via SFP DDM secfibis section shows and
configures the operational stat) such as Scan/Eject the SFP, Enable/Disable SFP DDM, Temperature degree, Tx

Power statistics, Rx Power Statistics in real time.

SFP DDM

Temperature
SFP SEP (degree) Tx Power (dBm) Rx Power (dBm)

Port  scan/Eject  DDM

Current Range Current Range Current Range

25 [— v] [Enatv] | 3400 RN 53 a0 09 241
26 ||[— v] [Enatv] 2800 | 001 64 =0 09 -
27 ||| — v | |Enat v 39.00 495‘3[;30 6.5 1?2 i 8.9 222 -
28 ||[— v| [Enatv] 3000 RN i A 2a ] ES

From the figure above,te reattime diagnostic parameters can be monitored to alert the system when the
i NI y a O S xigiSperating lanitd%u@ sxceeded and compliance cannot be ensBesically the SFP DDM has

its own specification, as we can see from the table it is showed the temperature, Tx Power and Rx Power range. If all

of the current values are higher or lowdran the available ranger does not meet the SFP vendor specification
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there would be a problem for the fiber connection.

The description of th@ort Status and SFP D2blumns is as below:

TERMS DESCRIPTION

SFP Scan/Eject Scan the SFP module or Ejeat ®FP module.

SFP DDM Enable/Disable the DDM function.

Temperature The specific temperatureangeand currenttemperature

detected of DDM SFP transceiver.

Tx Power (dBm) Therangeand current transmit power of DDM SFP
transceiver.

Rx Power (dBm) Therangeand current received power of DDM SFP
transceiver.

ClickReloadto reload the all port information, cliclscan A to scan the SFP transceiverodule and displaythe
statistics Eject Allto eject the SFP transceiver that Usersselectedor plugged User can eject one port or eject all

by click theEject Allbutton. ClickApplyto apply the configuration that just made.

3.2.3PORT TRUNK

Port Trunk It &2 OFftftSR a[Ay]l ! 3aNBIALGA2YES Ada | YShK2R 27
increase throughput beyond what a single connection could sustain. The aggregated ports can be viewed as one
physical port so that the bandwidth is higher than merely one single Ethernet port. The member ports of the same
trunk group can balance the loadirand backup for each othet. 2 a I & indbisti® managed switches support 2

types of Port Trunk. One is LACP (dynamic) and the other is StakicdAggregation Control Protocol (LACP), which is

a protocol running on layer 2, provides a standardized mearsccordance with IEEE 802.3ad to bundle several
physical ports together to form a single logical chanh@&CP mode is more flexible, and it can change modes, either
trunk or single port. Dynamic Port Trunk also provides a redundancy function, in casé thieelinks fails. If one of

the trunk members has failed, it will still work well in LACP mode, but it will link down if using static Albthe

ports within the logical channel or smlled logical aggregator work at the same connection speed af@PLA

operation requires fulduplex mode Static mode is still necessary, because some devices only support static trunk.

Port TrunkConcept

Port trunking protocol that provides the following benefits:

w Hexibility in setting up User network connectionsnce the bandwidth of a link can be doubled, tripled, or
quadrupled.
w w S R dayifoheyitkds broken, the remaining trunked ports share the traffic within this trunk group.
w [ 2 Rt MACIcING taffic can be distributed across multiple links.
To avoid broadcast storms or loops in User network while configuring a trunk, first disable or disconnect all ports
that User want to add to the trunk or remove from the trunk. After User finish configuring the tremdble or
re-connect the ports.
If all ports on both switch units are configured as 100BaseTX and they are operating in full duplextmodeans
that users can double, triple, or quadruple the bandwidth of the connection by port trunk between two switches.
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When User activates port trunlertain settings on each port will be reset to factory default values or disabled:

{SG 5SKBxedeb Lt oHAf S
aANNBEN gAff 068 NBaShGd

w / 2YYdzyAOFGA2y NBRdzyRIyOe gArAff 0SS NBaSiao
w ynuoémv +[!b gAff 0SS NBaSdio

w adzZ GAOF&G CAfGSNRAYy3a Attt 0SS NBaSio

w t2NI [201 6Aff 6S NB&aSG FyR RAAlIOGESRO®
w

w

After port trunk has been activated, User can configuredbétems again for each trurgort.

Port Trunk Setting
oty |

Port Setting Part Status Port Trunk - Rate Contrel Storm Control Jumbo Frame CFM Setting
Port Trunk Setting
Pt Cfoe Tk
1 0 v =t ¥
2 0 v =t ¥
a 0 v =t ¥
4 0 v =t ¥
s g ¥ e
a8 0 v =t ¥
Fi 0 v =t ¥
2 a v =t ¥
v 0 v =t ¥
0|0 ¥ ati ¥
1 o T ati ¥
2 ||0__¥ ati ¥

The switch can support up to 8 trunk groups witlaximum 8trunk membersper group The member pors shoud

use same speed/dupleand the same media type is better

The description of the columns is as below:
TERMS DESCRIPTION
Group ID Default: 0

Group ID is the ID for the port trunk group. Ports with same grou

are in the same group.

Type Default: Blank
Staticand LACPEach Trunk Group can only support Static or LA

Choose the type User need here.

Click onSubmitto apply the configuration, anBeloadto refresh the table.
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