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About This Manual

This user manual is intended to guide a professional installer to install and to configui@Sthe,
DS412v2, DS6land D®12v2 switch. It includes procedures to assist you in avoiding unforeseen
problems.

NOTE:

Only qualified and trained personnel should be involved with installation, inspection, and repairs of this
switch.

Disclaimer

WoMaster reserves the right to makdanges to this Manual or to the product hardware at any time without notice.
Information provided here is intended to be accurate and reliable. However, it might not cover all details and
variations in the equipment and does not claim to provide for eyeogsible contingency met in the process of
installation, operation, or maintenance. Should further information be required or should particular problem arise
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aware that updates and amendments will be made from time to time to add new information and/or correct possible
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been anysuch updates or amendments of the Manual. WoMaster assumes no responsibility for its use by the third
parties.

WoMaster Online Technical Services

At WoMaster, you can use the online service forms to request the support. The submitted forms are steeecem
for WoMaster team member to assign tasks and monitor the status of your serRtease feel free to write
to help@womaster.elf you encounter any problems.
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1. INTRODUCTION

1.1 OVERVIEW

DS410DS610series is designed for industrial environments requiring high security and high quality Ethernet/Fiber
commurication, such as industrial automation, road traffic control, etc. DE33610provides 16port full-gigabit
Ethernet including $ort Gigabit RJ45 and-frt 100M/AG SFRDS412vDS612v2provides 12-port full-gigabit
Ethernet including $ort Gigabit RJ48nd4-port 100M/1G SFP.

DS41@12v2 provides wired LISSR A G OKAYy3ITX [/ @0SN) {SOdzNAGezr ySieg2N]
features. Full Gigabit capability and rugged industrial design ensures system high performance and reliability in harsh
environments. D$10612v2 additionaly supports L3 switching and VLAN/IP Routing fatures. You can implement the
site to site IP Routing network, restric the network access and secruity by IP rules through the L3 dwdgtch.
convenient traffic control and zero padki®ss data transmission, the switch offers contemporary management and

security functions.



1.2MAJOR FEATURES

Below are the major features tiie Switch:

DS41010-port Full Gigabit 2+ ManagedEthernetSwitchwith 8-port RJ45 and2-port SFP
DS61010-port Full Gigabit. 3 ManagedEthernetSwitchwith 8-port R345 and2-port SFP
DS412v212-port Full Gigabit2+ ManagedEthernetSwitchwith 8-port RJ45 and 4port SFP
DS612v212-port Full Gigabit3 ManagedethernetSwitchwith 8-port RJ45 and 4port SFP

SFP ports support 100/1000 Mbps with Digital Diagnostic Monitoring (DDM) to monitor long distance fiber
quality

ITUT G.8032 v1/v2 Ethernet Ring Protection Switching (ER®@S8)des sub-50ms protection and recovery
switching for Ethernet traffic

RapidSpanning Tree Protocol (RSTP)/Multiple Spanning Tree Protocol (MSTP)

Advanced management features: LAGRAN Private VLANGVRPQo0S IGMP SnoopingRate Cotrol, Strom
Control,Online MultiPort Mirror, DHCP servé®ption82

Advanced Security system IBort Security MAC/IP ACL, 802.1, TACAS+, DHCP Snooping, IP Source Guard,
Dynamic ARP Inspection

DS610/612v2 supports IRutingprotocols,RIPv2, OSPFv2, Static Multicast Route, VRRPv2, DVMPR*, PIM*
DS610/612v2 suppori4 L3 IP Route Tabiler wire-speead L3 Switching

Industrial Modbus TCP monitoring in field

Event Notifications through-Bail, SNMP trap and SysLog

IEEE 802.1AB LLDP and optional NMS software foit@pbdogy and group management

ClLlinterface Web, SNMP/RMON for network Management

Multiple event relay output for enhanced alarm control

Steel Metal with Aluminum for heat dissipation

Wide range operating temperatur@ n 9417 p ¢ /

IP3Lingress protection



2. HARDWARE INSTALLATION

This chapter introduces hardware, and contains information oraltaton and configuration procedures.

2.1HARDWARBIMENSION

Dimensions of B410/610series 78x 150 x 125 (W x H x D) / without DIN Rail Clip
DS410610 has ports, 8GT+2x100/1000M SFP
DS412612v2 has Y2orts, 8GT+4x100/1000M SFP
*WoMaster Brand provideXType Heat Sink in both side.
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Front Panel Layout

The font panel from DSI10412v2 switches includes8 ports Giga Bhernet, 24 SFPports, System LED, 3
diagnostic console, 1 x@n terminal block connector (4 pin for power inputs, 2 pin for digibput ard 2 pin for
alarm relay outputand 1 chassis grounding screw.

D410610

System LED | | I Digital In/Output Power Input
+ 2x Power 2 pin Digital Input 2% 4 pin
= 1x DOAlarm 2 pin Digital output  terminal block
ol DO P1 P2
SFP Port - 4o WHY- VY-
2-port SFP
100410000
DIN Clip
Copper Port
8-port RJ-45 Botom 4 ~y_ .
101001000 —_—
=mss e ==
q
IE]
|
alL—
ol H! = urjrororirorroToT 7
Reset RS232 Ground
Console
DS412vB12v2
Front
System LED —-ﬂ 600 Digital In/Output ~ Power Input
* 2xPower N 2 pin Digital Input 2 x4 pin
* 1 xDO/Alarm 2 pin Digital output  terminal block
et O DO P1 P2
SFP Port S o o 4 VAV-VHY-
4-port SFP i
100/1000M i] [:
DIN Clip
Copper Port —
8-port RJ-45 Al Bottom .
10/100/100M i:] [:} e =
—[:
il ) S
Reset RS5232 Ground
Console



LED Indication

7 ™ S—

Green On DGIN Power is On

Green On Links established

Green Blinking  Packets transmitting/receiving

(e off No Power in DAN RJ45 Port Green Off Link is inactive
Any failures in port link, ping AmberOn  Link Speed 1000M
Red On power, DO and DI State by SW Amber Off Link SpeeddoMm
control
Green On Links established
Off No failure occurs

Green Blinking Packets transmitting/receiving
SFP Port Green Off Link is inactive
Amber On Link Speed 1000M

Amber Off Link Speed 100M

2.2WIRING THE POWER INPUTS

Power Input portin the switchprovides 2sets ofpower input connectiongP1 and P29n the terminal block x

On the picture below ithe power connector

0ogoo

Wiring the Power Input
1. Insert the positive and negative wires into the V+ andontact on the terminal block connector.

2. Tighten the wireclamp screws to prevent the power wires from being loosened.

WARNING:Turn off AC power input source before connecting the Power to the terminaikb
connectors for safety purposeDon not turn-on the source of AC/DC poweefore all of the

connections were well established.

3. Connect the power wires to suitable AC/DC Sviitg type power supply.

10



2.3WIRING THE ALARM RELAY OUTPUT (DO)

The relay output contacts are located on the front panel of the swildie relay outputconsistsof the 2-pin
terminal block connectothat used to detect useconfigured events. The two wires attached to the fault contacts
form a close circuit when a useonfigured event is triggered. If a usswnfigured event does not occur, the fault
circuit remains openedThefault conditions such as power failure, Ethernet port link break or otherdefned

events which can be configuredtime switch Screw the DO wirgghtly after digital output wire is connected.

@@@P

D
rty

NOTE:The relay contact only supports 0.5 A current, DC P¥/notapply voltage and current highel

than the specifications

2.4WIRING THE DIGITAL INPDI) (

The Digital Input acceptone external DC type signal inpthtat consists of two contacts on the terminal block
connector on the switc@ top panel. Ad can be configured to send alert message through Ethernet when the signal
is changedThe signal mayrigger and generated by external power switch, such as door open trigger switch for
control cabinet.The switcl® Digital Input accepts DC signal amdn receiveDigital High Level input DC 11V~30V and
Digital Low Level input DC 0V~10V.

oogo
DI
+ -
Here are thesteps to wire the Digital Input:
STEP nsert the negativand positive wires into the /+terminals, respectively.
STEP ZTo keep the wires from pulling loose, tighten the witamp screws on the front of the terminal block
connector.

STEP :3nsertthe terminal block connector prongs into the terminal block receptor, which is located oswvitiehQ &

top panel.

11



2.5CONNECTING TBROUDING SCREW

Grounding screw ilcatedon the front sideof the switch.Grounding Screvelps limit the effects of noiseu to
electromagnetic interference (EMdlch as lighting or surge protectioRun the ground connection from the ground

screw to the grounding surface prior to connecting devid®sdtighten and wire to chassis grounditfigr better

durability.

o @
E

Grounding Screw

2.6 DINRAIL MOUNTING

The EN50022DIN-Rail plate should already attached at the back panel of the sveitcbwed tightly If you need to

reattach the DINRail attachment plate to the switch, make sure thlate is situated towards the top, as shown the

(=
Y/
/
{
fl
N\
\

Surface Hot, when perform
Power over Ethernet at 75°C
ambient temperature

following figures.

N Warning ! Hot Surface,

do not touch !

To mountthe switchon DIN Rail track, do the following instruction:
1. Insert thetop side of DIN Rail track into tisbot of DIN Rail clip.
2. Lightlyclipthe bottom of DINRailto the track and make sure it attached well.

3. To remove the switchrém the track, reverse the steps.

12



3. WEB MANAGEMENT CONFIGURATION

To acces the management interface, Waldter hasseveralwaysaccess mode through network;they are web

management, console management and telnet managem©feb interface managements the most common way

and the easiest wayjo manage a networkthrough web interface managemerd, switch interface offering status
information and a subset of switch commands through a standard web browstiie network is down, aother
alternative to acces themanagement interfaceean be usedThe alternative way is by using console and telnet
management whiclis offer configuration way through CLI Interfad®oMaster alsoprovide excellent alternative by
configure the switch via RS232 console cable¥N§ R2Say Qd | GiGF OK dzaSNJ I RYAY t/
network connection to Managed Switch. Thisanual describes the procedures for Web Interfacand how to
configure and monitor the managed switanly. For the CLI management interface pleaséers to the CLI

Command User Manual

PREPARATION FOR WEB INTERFAREGEMENT

WoMasterprovides Welinterface managementhat allows usetthrough standard webbrowser such as Microsoft

Internet Explorer, or Mozilleor Google Chromeo access andonfigure the switchmanagemenbn the network.
1. Plug theDC power to the switch and connect switch to computer.
2. Make sure that the switch default IP addres§$2.168.10.1
3. Check that PC has an IP address on the same subnet as the switch. For example,ntheheGwitch
are on the same subnet if they both have addresses that start 192.068Hx:192.168.10.2 The subnet
mask is 255.255.255.0.
4. Open command prompéand pingl192.168.10.%0 verifythat the switch is reachable
5. Launch the web browser (Inteet Explorer or Mozilla Firefox or Google Chrome) on the PC.

6. Typehttp://192.168.10.1 (or the IP address of the switch). And then prEsdgerand the loginpagewill

appear.
7. For security concern, the system will ask yoitee New UserName, Privilege New Password and
Confirm Passwordht first Login, please follow the indication to enter new username, Privilege and password.
You must add New User Name wihivilege 15 (Administrator privilegedt first login.

8. Type Newsea name and the passwordhen clickLogin

(Model Name)
Please change the password!
| admir| | Name admin
Privilege 57
| — | New Password
Confirm Password
(] =3 23

13
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In thisWeb management foFeatured Congjuration, user will see all aVoMaster{ & A {varfo Zonfiguration
menusat the left side from the interface. Through this web management interface usecaafigure, monitoring,
and set the administration functions.The whole informationused web managementinterface to introduce the

featuredfunctions.Usercanuse all of the standard webrowser to configure and access the switch on the network.

Following topicsare covered in this chapter:
3.1 System

3.2 Ethernet Port

3.3 Redundancy

3.4 VLAN

3.5 QoS

3.6 Multicast

3.7 Routing

3.8 SNMP

3.9 Security

3.10 Warning

3.11 Diagnostics

3.12 Industrial

3.13 Backup / Restore
3.14 Firmware Upgrade
3.15 Reset to Defaults
3.16 Save

3.17 Logout

3.18 Reboot

3.19 Front Panel

14



3.1SYSTEM

Whenthe user login to the switch, user will see the system section appear. This spatvidesall the basic setting
and informationor common settindrom the switch that can beonfiguredby the administrator

Following topics is included:

3.1.1 Informaton

3.1.2 User Account

3.1.3 PSetting

3.1.4 Dateand Time

3.1.5 DHCP Server

3.1.1INFORMATION
Information section this sectionshows the basic information from the switéth make it easier to identify different

switches that are connected to User netwoi he figure below shows the interface of the Information section.

- _,/ H Save E’ Logout (I. Reboot
Ethernet Port Information User Account ~ Network Settings Date and Time ~ DHCP Server ~
Redundancy
;L’;” DRS610 Industrial Managed Ethernet Switch

o
Multicast
Routing System Name
SNMP System L i
Industrial System Contact I:I
Warning
[s]]s] 1361414711411
loT
Diagnostics System Description Industrial Managed Ethernet Switch
Backup/Restore
.:;.....‘..f., o rera o - Software Version 1.0.2-1687446766
»
MAC Address 00:00:11:22:33:44
CHD0 9]
(]

P2

The description of thé y F 2 NI | A 2is/a@belok:y G SNF I OS
TERMS DESCRIPTION

System Name Default: switch

Set up a name to the switch device

System Location Default: Blank

Usercansp OA T& (GKS agAG0KQa LIKEAAOIf

System Contact Default: Blank
User can specify the contact person here. User can type the name, malil

address or other information of the administrator.

OID Indicates he Object ID of the switch.

System Description | Display the nhame of the product.

SoftwareVersion Display the firmware latest version that installed in the device.
MACAddress 5AaLX e GKS KINRgIFNBQa a!/ | RRNBa

15



NOTEFor any kind of changes in configuration settings always remember to cli8&v@io save
the settings. Otherwise, all of settings User has made will be lost when the switch is poweoed o

restarted

After finish the configuration, click ddubmitto apply User settings.

3.1.2USER ACCOUNT
WoMI & (sl supports the management accountgith the Namedefault setting isadmin and the authority
allow user toconfigureall of configuration parametersBelow is the User Accountsectionthat consistsof two

interfaces, Local User and Radius Interface.

NOTEForsecurity consideration pleasechangethe password after first log in.

3.1.2.1LOCAL USER

Home » System > Local User

Information User Account ~ Network Settings Date and Time ~ DHCP Server v
Local User

Name

Privilege 0 v

New Password

Confirm Password

(smie) [omiont]

Local User List

Select User Privilege
admin 15
admin2 15
guest 0

Remove Selected W

Authentication Order

Order Local v

The Local User interfacgescribes how to configure the system user namevilegeand password for the web

managementiogin. To change théName privilegeand Password, user just eds to input a new Nameselect the
Privilegeand New Password then confirm the new passwiorthis Local User sectiodfter finished, cliclSubmitto

I LILJX @ GKS OKI y Sdveihe sebirgys/ Thiito rdogirNE@tIStile néw2User Name and Passeio
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Privilege: The privilege 15 represent for administrator privilege, user can read and configure the new settings. The
privilege 0 represent for Readnly privilegeYou must havetdeast one User Name with Privilege 15 (Administrator
privilege) in lo@l userlist, otherwise you caf@change the switch setting any more.

Once you try change the new setting wig privilege, the system will prompt error message as below:

Your permission is not enough to perform the action!

Remove the useryou can Select theheckbox of tke user clickéRemove Selectédo apply the change. You will see

the below prompt message.

The settings were successfully changed!

(o

Authentication Order:Select the order of the authentication types. CliSubmit to apply the change.

Authentication Order

Order Local v

RADIUS -> Local
m TACACS+ -> Local

The description of th&ocal Usemnterfaceis as below:

TERMS DESCRIPTION

Name Defadt: admin

Key in new user name here.

Privilege 15: Administrator, Read and Write the new configuration
0: Guest, Rea®nly

New Password Default: admin

Key in new password here.

Confirm Password Retype the new password again to confirm it.

After finished setting up the User Name and Password, clicBulomitto apply the configuration.
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3.1.2.2 RADIUS SERVER

ThewSY203S ! dziKSyGdAOFGdA2y S5AFf Ly &SN { SNBAOS o6w! 5L {¢
Authorization and Accountingystem forconnecting to network services. The fundamental purpose of RADIUS is to
provide an efficient and secure mechanism for user account manager®&iDIUS server system allows you to

access the switch througdecure networks against unauthorized access.

Home : System » RADIUS Server

Information User Account IP Setting Date and Time « DHCP Server v
RADIUS Authentication

RADIUS Server 1

RADIUS Server IP
Shared Key

Server Port

RADIUS Server 2

RADIUS Server IP
Shared Key

Server Port

Howto set up a RADIUS server:

a. Enter the IP address of the RADIUS serv8enverlP Address

b.  Enter theShared Secrevf the RADIUS server

c. Enter theServer portif necessary, by default RADIUS server listens to port 1812
d. ClickSubmit

The description of th&@ADIUS Authenticatiomterfaceis as below:

TERMS DESCRIPTION
RADIUS Server IP Radius Server IP Address
Shared Key Shared key are used to verify that RADIUS messages, with the excep

the AccesfRequest message, are sent by a RARIEDIed device tht is
configured with the same shared key. Shared key also verify that

RADIUS message has not been modified in transit (message integrity).

Server Port Set communication port of an external RADIUS server as the authentic

database Thegeneralvalueis 1812

3.1.2.3 TACACS+

The Terminal Access Controller Access Control System (TACACS+) security protocol is a recent protocol developed by
Cisco. It provides detailed accounting information and flexible administrative control over the authentication an
authorization processes. TACACS+ allows for a single access control server (the TACACS+ daemon) to provide
authentication, authorization, and accounting services independently. Below TACAS+ server setting allows you to

configure TACAS+ Server settings.
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TACACS+ Server 1

TACACS+ Server IP
Shared Key

Server Port

TACACS+ Server 2

TACACS+ Server IP
Shared Key
Server Port

TACACS+ Settings

Authentication Type

Server timeout(s)

(NEm—

Information User Account ~ IP Settings ~ Date and Time ~ DHCP Server ~

TACACS+ Settings

How to set up aTACACSserver:

a. Select theAuthentication Type

o

o o

@

f. ClickSubmit

Enter theAuthentication Timeoutin seconds

Enter the IP address of tlRPACACSserver inServerlP Address

Enter theShared Secrevf the TACACSserver.

Enter theServer portif necessay, by defaulfTACACSserver listens to por49.

The description of th@ACASinterfaceis as below:

TERMS

DESCRIPTION

TACAS+ Server IP

TACACS+ Server IP Address

The system allows 2 TACAS+ servers

Share Key

Specifies the shared key foACACS+ communications between the dey
and the TACACS+ server. The shared key must match the encryptior
on the TACACS+ server.

Server Port

Set communication port of an externBACACSserver as the

authentication databaseThegeneralvalueis 49

Authentication Type

Type PAP ASCII, CHAP

Select the authentication type to authenticate to the server.

ServerTimeout

Default: 5
The maximum number of seconds allowed establishing a TCP conng

between the device and the TACACS+ server.
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3.1.3IPSETTING

IP Setting sectioallows users to configure both IPv4 and IRauesfor management access over the network.

WoMasterswitch supports both IPv4 and IPv6, and can be managed through either ofathdi®sss types.

3.1.3.11Pv4
DHCP Client

Home : System : IPV4 Seffing

Information User Account ~ IP Setting ~ Date and Time DHCP Server «
IP Setting

DHCP Client |Disable ¥

WhenDH't / f ASylG FdzyOGAzy Aa SylFotSRXI |y Lt |FRRNBaa o6Aff
In this mode, the default IP address will be replaced by the one assigned by DHCP server. If DHCP Client is disabled,
the configured IP settings wibe used. The DHCP client will announce the configured System Name as hostname to
provide DNS lookuhe description of the columns is as below:

TERMS DESCRIPTION

DHCP Client Select toEnableor Disableto activate or deactivate the
DHCP Client function

IPv4Configuration

IPv4 Configuration

IP Address 182.168.10.1
Subnet Mask 256 256 2650
Default Gateway

DHS5 Server 1

DNS Server 2

[E—

The IPvAConfigurationA y Of dzZRSa G(KS &a¢AGOKQa Lt | RRNBaa FyR &adzmySi
gateway. In addition, input cells are provided for the IP addresses of a 1st and 2nd DNSGanfigure the

manag R agAGOKQa Lt aSdididAy3aod ¢KS vEQoHidokBon 0 St 26 aKz2gsa GKS
The description of the columns is as below:
TERMS DESCRIPTION

IP Address Default: 192.168.10.1

Set up the IP address reserved by User network for User switch. F DHC
Client function is enabled, no need to assign an IP address to switch as
be overwritten by DHCP server and shown here.

Subnet Mask Default: 255.255.255.0

Assign the subnet mask for the IP address here. If DHCP Client function
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enabled, no neeslto assign the subnet mask.

Default Gateway Assign the gateway for the switch here.

DNS Server 1, DNS | Specifies the IP address of the DNS server 1 and 2 thafrussdr network.

Server 2

3.1.3.2 IPv6
IPv6Setting

IPV6 Setting

IPvi Address Prefix Length

(A

IPv6 Default Gateway

(“Submit |

IPvE Address

feBl::9666:e7T:fe12:935 64

An Ipv6 address is represented eight groups of fouhexadecimaldigits, each group representing 1$ts (two
octets). The groups are separated bglons(the length of Ipv6 address is 128bits. An example of an Ipv6 address is:
fe80::21277ff.feff:1ach/64

The description of the columns is as below:

TERMS DESCRIPTION

Ipv6 Address Addthe IPv6 address. The network portion of the address can be

configured by secifying the Prefix and usingedJt64 interface ID in the
low order 64 bits. Té host portion of the address is automatically
generated using the modified EB4 form of the interface identifier
6{sAG0OKQa a!/ | RRNBaaovo

Prefix Length The size of subnet or netwok, and it equivalent to the subnetmask, but
written in different. Then ctik Addto apply new address to the system.
Ipvé Default Gateway | ¢ KS LINBFAE @+t dzS Ydzad 68 F2NX¥I
Il RRNBaaAy3a ! NOKA sé&aratatrieSithéxadezimaly” 3

values. One double colon may be used in the addregsdicate the

appropriate number of zeros required to fill the undefined fields.

Ipv6 Address The default IP address dhe Switch fe80::212:77ff:feff:1acb/64

Select existed Ipv6 address and clekmoveto delete IP address. Click

Reloadto refresh andreload list.
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NeighborCache
The IPv6 neighbdableA y Of dzR S a
of the entry.

[N
S
w

Yy S A 3K ¢, hiddage MAG/AIRSAN the durgeot stateR R NB a a

Neighbor Cache

IPv6 Address Interface Link Layer (MAC) Address State

The description of the columns is as below:
TERMS DESCRIPTION

NeighborCache The system wilupdate NeighborCacheautomatically, and

user also can clidReloadto refresh the table.
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3.1.4DATE AND TIME

3.1.4.1 DATE AND TINBETTING
The2 2 a | & siwfcNXas a time calibration function based on information from an NTP server or user specified

time and date, allowing functions such as automatic warning emails to include a time and date stamp.

NOTEThe? 2 a | & swfcNdbes not have a retime clock. The user must update the Current
Time to set the initial time for the 2 a | & swcNalter each reboot, especially when there is 1f

NTP server on the LA Internet connection.

Date and Time

¥r(2017 | Mon |01 Day (1 Hr |05 Mn |34 Sec |28
Current Time

Time Zone (GMT) Greenwich Msan Time: Dublin, Edinburgh, Lisbon, London ¥
NTP Enable NTP client updats

1st Time Server N/A

2st Time server NfA

Daylight saving Dissble ¥

Time
Daylight Saving v + v v =
Start 1st Sun in| Jan at| 00 o0

Eﬁé"ght Saving ist ¥ |[Sun ¥ fin[Jan ¥ |at[00 ¥ |[00 ¥

(“Cancel"|
The description of the columns is as below:
TERMS DESCRIPTION
Current Time User can configure time by input it manually. User also can click

GetTimefromPdi2 3IASG t/ Qa GAYS asad

Time Zone Choose the Time Zone section to adjust the time zone based on
user area.
NTP Enable NTP Client updatey checking this box.he system will send

request packet to acquire current time from the NTP sethat
assigned.

*Make sure that the switch also has the internet connection.

1st TimeServer &nd Time Server Choose from NTP Server List, to adjust User system time.

Daylight Saving Time Enable the Daylight Saving Function and the setting of funstizm
and end time or disable it.

Daylight Saving Stai& Daylight Allows user to sets the Start and End time individually.

Saving End

After finished configuring, click ddubmitto activate the configuration.
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IEEE 1588 PTP
IEEE 1588

IEEE 1588 was pudilied in 2002, expands the performance capabilities of Ethernet networks to control systems that
operate over a communication network. In recent years an increasing number of electrical power systems have been
using a more distributed architecture with netrk technologies that have less stringent timing specifications. IEEE
1588 generates a mastatave relationship between the clocks, and enforces the specific timing requirements in
such power systems. All devices ultimately get their time from a cloclwkras the grandmaster clock. In its basic
F2NXI GKS LINRP(G202f A& AYGSYRSR (G2 0SS FRYAYA&AUNI GA2Yy TN
How Does an Ethernet Switch Affect 1588 Synchronization?

An Ethernet switch potentially introduces muitiicrosecond fluctuations in the latency betweehet 1588
grandmaster clock and a 1588 slave cldtken these fluctuationsareincorrect, it will cause synchronization errors.

The magnitude of these fluctuations depends on the design of the Ethernet switch and the details of the
communication traffic. Eperiments with prototype implementations of IEEE 1588 indicate that with suitable care
the effect of these fluctuations can be successfully managed. For example, use of appropriate statistics in the 1588
devices to recognize significant fluctuations ane sgitable averaging techniques in the algorithms controlling the

correction of the local 1588 clock will be good design means to achieve the highest time accuracy.

Can Ethernet switches be designed to avoid the effects of these fluctuations?

A switch carbe designed to support IEEE 1588 while avoiding the effects of queuing. In this case two modifications
to the usual design of an Ethernet switch are necessary:

1. TheBoundary Clock and Transparent Cloftknctionalities defined by IEEE 1588 must be imm@ated in the

switch.

2. The switch must be configured so that it does not pass IEEE 1588 message traffic using the normal communication

mechanisms of the switch.
Such an Ethernet switch will synchronize clocks directly connected to one of its porte thighest possible

accuracy.

Themainfunction of IEEE 1588 ts synchronize the clocks of different end devices over a network at speeds faster

than one Micresecond. After time synchronized, the system time will display the correct time of the PHP. serv
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3.1.4.2 PTP SETTING
The PTP can be set in this PTP Setting webipaghkich the user can configure PTP. Tty@part ofthis figure allows

the usersto enable or disable the PTP functiofo enable PTP on the managed switch, pleasosbEnable. Nod
that the PTP functions will nactive if the Operationis disablal. Please see description of PBRttingin table

description. Note that after setting the desired P3é&tting please cliclApplybutton to allow theconfiguration take

effect.
PTP Setting
Operation Disable ¥
Operation Mode Auto Elect i
Synchronization Interval 0(1s) v
Announce Interval if2s) *
Announce Receipt Timeout 5
Minimum Delay Request Interval | 1(2s) v
Domain Number 0
Priority 1 128
Priority 2 128
Delay Mechanism EET
(“Apply"

The desidption of the columns is as below:

TERMS DESCRIPTION

Operation Default: Disable
Enable/Disable the PTP function. This is the main option that needs to be enab

that the PTP function will work

Operation Mode Default: Auto Elect
Choose Mode (Autdkct, PreferredMaster Clockor Slave)

Synchronization Default: 0 (1s)
Interval Set the interval of the sync packet transmitted time. Small interval causes too

frequent sync, which will cause mol@ad to the device and network.

Announce Interval Default 1 (2s)

Sets the announce message interval

Announce Receipt Default: 6

Timeout The multiple of announce message receipt timeout by the announce message
interval.

Minimum Delay Default: 1 (2s)

Request Interval Minimal delay request message interval

Doman Number Subdomain name (IEEE 158802) or the domain Number (IEEE 1828®8) fields in

PTP messages

Priority 1 Default: 128

Set the clock priority 1 (PTP version 2). The lower values take precedence to be
25




selected as the master clock in the best masfeck algorithm, 0 = highest priority,
255 = lowest priority.
Priority 2 Default: 128

Set the clock priority 2 (PTP version 2). The lower values take precedence to bg
selected as the master clock in the best master clock algorithm (BMCA), 0 = hig

priority, 255 = lowest priority.

Delay Mechanism Default: E2E
Configures the delay mechanism in boundary clock mode.
E2E The delay request or response mechanism used in the boundary clock mo

P2P- The peeito-peer mechanism used in the boundary clocéda

3.1.5DHCP SERVER
DHCP Server Setting

2 2 al &swlcNIms DHCP Server Function that will provide a new IP address to DHCP Client. After enable DHCP
Server function, set up the Network IP address for the DHCP server IP address, Subnet Mask, &efaajt G

address and Lease Time for client. Below is the DHCP Server Setting interface
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Home » System » DHCP Server Settings

Information User Account ~ Network Settings Date and Time ~ DHCP Server ~

DHCP Server Settings

Global Settings |Enable v

(Em—

Create Address Pool

Actived Subnet 192.168.10.0/24

(o)

Address Pool List

Subnet Leased Network Default Gateway Leased Time Primary DNS Secondary DNS
. 192.168.10.0/24 1 0.0.0.0/0 0.0.0.0 604800 0.0.0.0 0.00.0
Delete

Address Pool Settings

Subnet 192 168 100124
Leased Network 0.0.0.0
Mask 0.0.0.0
Default Gateway 0.0.0.0

Primary DNS Server 0.0.0.0
Secondary DNS Server [0.0.0.0

604800

Lease Time(s
(s) (60~31536000 seconds)

(e

The
description of the columns is as below:

TERMS DESCRIPTION
Global Setting Select toEnableor Disableto activate and deactivate DHCP Server function.
Address Pool 4d Add address pool to local DHCP Server.

Select the IP address/maskAativated Subnetnd ClicloAdde.

After applied, you can see the new Pool in Address Pool List.
Address Pool List Choose the address pool setting that has been entered

You cartDeldeg it in the list.
Pool Name Add address pool name to local DHCP Server
Network 9YGSNI 6KS &adFINIAy3I Lt | RRNBaasSa ¥F2N
Mask Assign the subnet mask for the IP address here.
Default Gateway Enter the ending IP addresses @K S 51 / t aSNBSNRa Lt
DNS Server Type the Primary, Secondary DNS S&Jér address.
Lease Time The maximum length of time for the IP address lease. Enter the Lease time in
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minutes. (Lease Time range:-80536000 seconds)

The DHCP Serverlhdutomatically assign an IP address to the computers on the LAN/private network. Be sure to set

dzd SNJ O2 Y LJdzii S NR

2 oS 51/t OtASyta oé& aSuday3

GKSANI ¢/t

user turns the computers on, they will autotizally load the proper TCP/IP settings provided by the switch. If User

manuallyassigndP addresses to User computers or devices, make sure the IP addresses are outside of this range or

User may have an IP confligtiter finished configuring, click dubmit to activate the configuration.

Excluded Address List

The figure below shows thexcluded Address Ligthe IP address that is listed in tBxcluded Address Lisable will

not be assigned to the network devices.

Excluded Address List
Excluded IP | [192.168.10.10]

Index IP Address

1 |||192.168.10.10

The description of the columnsas below:

TERMS DESCRIPTION

Excluded Address List Type a specific address into teBgcludedPfield for the DHCP server

reserved IP address. Then clis#td, to remove an IP address from th

list clickRemove To refresh the list, clidReload

StaticPart/IP Binding List
The figure below is the web interface fBtaticPort/IP Binding List

Static Port/IP Binding List

Port 5

IP Address | |192.168.10.15

(“Add"|
Index Port IP Address
1 |5 192.168.10.15

Type the specifi€ortand IP address, and then clitkid to add a newPort & IP address binding rule for a specific

client. The description of the columns is adde:

TERMS DESCRIPTION
Port Theport that wishes binding.
IP Address The IP address that will assign to the device with the Binding MAC address.
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To remove from the binding list, select the index and dieknove To refresh the list, clicReload

Static MAC/IP Binding List
The figure below is the web interface fStatic MAC/IP Binding List

Static MAC/IP Binding List

MAC Address  [000f.fe4d.519

IP Address [192.168.10.20]

Index MAC Address IP Address
1 |000f.fe4d.2195 152.168.10.20
(“Remove - )| “Refoad |

Type the specific MAC and IP address, and then Atidko add a new MAC & IP address binding rule for a specific

client.

The description of the columns is asldw:

TERMS DESCRIPTION
MAC Address The MAC address of the device that wishes binding.
IP Address The IP address that will assign to the device with the Binding MAC addf

To remove from the binding list, select the index and dReknove To refreshthe list, clickReload

Option 82IP Binding List
The figure below is the web interface fOption 82IP Binding List

Option82/IP Binding List

Circuit 1D 01000101
Remote ID | [coas7FFD

IP Address  [152.168.10.9]

Index Circuit ID Remote ID IP Address
1 | ||01000101 COABTFFD 192.168.10.9

Type the specifi€Circuit ID, Remote IBnd IP address, and then cliékld to add a new binding rule for a specific
client.

The descption of the columns is as below:

TERMS DESCRIPTION

Circuit ID TheCircuit 1Dof the device that wishes binding.

Remote ID TheRemote Ibf the device that wishes binding.

IP Address The IP address that will assign to the device with the Binding MAfessd

To remove from the binding list, select the index and dieknove To refresh the list, clicReload
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Option 82IP Binding List
The figure below is the web interface f@ption 82IP Binding List

Option32/IP Binding List

Circuit 1D 01000101
Remote ID | [cOABTFFD

IP Address | |192.168,10.9|

Index  Circuit D Remaote ID IP Address
1| /01000101 COABTFFD 192.168.10.9
(“Remove |

Type the specifi€ircuit ID, Remote IBnd IPaddress, and then clickdd to add a new binding rule for a specific
client.

The description of the columns is as below:

TERMS DESCRIPTION

Circuit ID TheCircuit 1Dof the device that wishes binding.

Remote ID TheRemote IDof the device that wishes biting.

IP Address The IP address that will assign to the device with the Binding MAC addre

To remove from the binding list, select the index and dReknove To refresh the list, clicReload

DHCP Option 82

The DHCP Relay Agéot DHCP Option 82)akes it possible for DHCP broadcast messages to be sent over routers.
The DHCP Relay Agent enables DHCP clients to obtain IP addresses from a DHCP server on a remote subnet, or those

that are not located on the local subnet.

DHCP Option 8B used bythe$f I @ | ISy d (2 AyaSNI FTRRAGAZ2YIf AYyTF2NXIGA
Agent Information option is inserted by the DHCP relay agent when forwarding-aligittated DHCP packets to a
DHCP server. Servers can recognize the Relay Agent &tifmnnoption and use the information to implement IP

addresses to Clients.

WhenDHCROption 82 is enabled on the switch, a subscriber device is identified by the switch port through which it
connects to the network (in addition to its MAC address). Muétipbsts on the subscriber LAN can be connected to
the same port on the access switch and are uniquely identified.

The Option 82 information contains 2 soptions, Circuit ID and Remote ID, which define the relationship between
the end device IP and theHTP Option 82 server. T@ércuit IDis a 4byte number generated by the Ethernet

switcht a combination of physical port number and VLAN ID.

30



DHCP Option 82

DHCP Relay Agent |Enzble ¥

(I—

Helper Address

Helpar Address

=3

Helper Address 1) | [192.168,10.19
Helper Address 2
Helper Address 2

Helper Address 4

“Remove |

The description of the columns is as below:

TERMS DESCRIPTION

DHCP Option 82 | Select toEnableor Disableto activate or deactivate DHCP relay agent function, af
then select the modification type of option 82.

Helper Address CKSNS NS n FAStRa F2NJ GKS 51/t &SNJ
address of DHCP Server.

And clickSubmitto activate tre DHCP relay agent function. All the DHCP packets from client will be modified by the
policy and forwarded to DHCP server through the gateway patten Option 82 is enabled on the switch, a
subscriber device is identified by the switch port through whitotonnects to the network (in addition to its MAC

address).

Relay Policy

Replace- Replaces the existing option 82 field and adds new option 82 field. (This is the default setting).
Keep- Keeps the original option 82 field and forwards to server.

Drop - Drops the option 82 field and do not add any option 82 field.

Relay Policy

® Replace
Keep
Dirop

(SGEmitY

Circuit ID & Remote ID

The DHCPOption 82 information also contains 2 sabtions, Circuit ID and Remote ID which define the
relationship between the end device IP and the DHCP Option 82rs@the Circuit ID is abyte number generated

by the Ethernet switch. To activate this section, please make sure that DHCP Relay Agent is enabled.
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Circuit 1D

Portl ¥ Default (VLANPort) User Defined

(En—

Port Circuit ID HEX value
1 00010001 00010001
2 00010002 20010002
3 00010003 20010003
4 00010004 00010004
5 00010005 00010005
] 00010006 20010006
7 00010007 00010007
8 00010008 00010008
] 00010009 20010003
10 00010002 20010002

The format of theCircuit IDis shown above: GD1c00cn m>X G KA & Aa 6 KSNB
GKANR 0B8&8SAanWm2NYSR 0& GKS LRNIL +[!b L5Z
00¢01¢00c01 is theCircuit IDof port number 1 with port VLAN ID 1.

i k@anFtheNB (i 0 &

YR

iKS

Remote ID

Default (MAZ Addresz)

P Address

User Definad
Remaote ID HEX walue
41867 i396:34 466739834

TheRemote IDdentifies the relay agent itself and can bee of the following:
1. The IP address of the relay agent.

2. The MAC address of the relay agent.

3. A combination of IP address and MAC address of the relay agent.

4. A userdefined string.
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DHCP Leased Entries

The figure below shows tHBHCP Leasentries.It will show the MAC and IP address that was assignenivitgh

DHCP Leased Entries

Index IP Address MAC Address Leased Time Remains

1 192.168.10.2 2c22.0b70.cd13 55

Click theReloadbutton to refresh the list.

The description of the columns is as below:

TERMS DESCRIPTION

IP Address IP address that was assigneddwitch
MAC Address MAC addess that was assigned bwitch
Leased Time Remains Remains time for the IP address leased
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3.2ETHERNET PORT

Ethernet Port section is used to access the port configuration and rate limit control. It also allows User to view port

status and port trunknformation.

3.2.1PORT SETTING

Port Settings section allows users to enable or disable each port function; state the speed/duplex of each port; and

enable or disable the flow control of the port.

Home » Ethermet Port » Port Setting

Port Setting Port Status Port Trunk - Rate Contrel Storm Control Jumbo Frame CFM Setfing
Port Setting

Port State SpeediDuplex  Flow Control Description
1 Enabl= ¥ | |AutocMegs ¥ | |Disable ¥
2 Enabl= ¥ | |AutcMegs ¥ | |Disable ¥
3 Enable ¥ | |AutcMegs ¥ | |Dissble ¥
4 Enable ¥ | |AutoMego ¥ | |Dissble ¥
5 Enabls ¥ AutoNego ¥ Disable ¥
=] Enabls ¥ AutoNego ¥ Disable ¥

Enabls ¥ AutoMegs ¥ Disable ¥

g Enabls ¥ AutoMegs ¥ Disable ¥

8 Enable ¥ | |AutoMego ¥ | |Disable ¥

10 Enable ¥ | |AutoMego ¥ | ||Disable ¥

1 Enabl= ¥ | |AutocMegs ¥ | ||Disable ¥

12 Enabl= ¥ | |AutocMegs ¥ | |Disable ¥

e e

The description of the columns is as below:

TERMS DESCRTION
Port Shows port number
State Default: Enable

Enable or disable a port

Speed/Duplex Default: AutoNegotiation

Users can set the bandwidth of each port as Aoggotiation, 100 full,200 half,10
full,10 half mode foiGigaEthernet Port 1~8del~ge8).

ForGigabit EthernetFiberPort 9-12: (ge9~g12), it can be set up to 100M Full
Duplex(10Q~ull)only.

Flow Control Default: Disable
Enablemeans that User need to activate the flow control function in order to let t
flow control of that correspondingort on the switch to workDisablemeans that

UserR 2 S &nge@td activate the flow control function, as the flow control of that

corresponding port on the switch will work anyway.
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Description The description of interface.

After finished configuringhe settings, click oBubmitto save the configuration.

3.2.2PORT STATUS

Port Status provides current port status.

Home : Ethemet Port » Port Stalus

Port Setting Port Status Part Trunk Rate Centrol Storm Control Jumbeo Frame CFM Setting
Port Status
Port  Link State  SpeediDuplex 9% SFP  \Wavelength  Distance
Control Wendor
1 Up Enablz 1000 Fu Dizable -
2 Diowm Enable - Dissble —
3 Diowm Enable — Disable —
4 Diowm Enable - Dissble —
5 Diowm Enable — Disable —
8 Diowm Enable - Dissble —
T Diowm Enable — Disable —
2 Diowm Enable - Dissble —
g Diowm Enable — Disable —
10 Diowm Enable - Dissbla —
11 Diowm Enable — Disable —
12 Diowm Enable - Dissbla —
SFP DDM

WoMaster Industrial Switch supports the SFP module with digital diagnostics monitoring (DDM) fuiittion.
technology allows th user to monitor reatime parameters of the fiber optic transceivers, like optical input/output
power, temperature, and transceiver supply voltagfean SFP module via SFP DDM seciibis section shows and
configures the operational status, such as r8Egect the SFP, Enable/Disable SFP DDM, Temperature degree, Tx

Power statistics, Rx Power Statistics in real time.

SFP DDM

Temperature
SEp SEp (degree) Tx Power (dBm) Rx Power (dBm)

Port  gianEject  DDM

Current Range Current Range Current Range

o -10.00 - -00- -24.1-
9[- v | |Enat v 34.00 20,00 -5.3 y 0.9 20
-10.00 - -0.0- -24.1-
10 |- v| [Enat v]| 2s.00 20,00 -6.4 s -09 30
- w0 [ -45.00 - -10.0 - -26.0
1 ||| v | [Enat ¥ 39.00 90,00 6.5 10 2.9 20
- -45.00 - -10.0 - -26.0
12— v | |Enat v 39.00 90.00 5.1 10 2.4 20

From the figure above,lte realtime diagnostic parameters can be monitored to alert the system when the

0N} yaOSAO@SNRa imilsi&r©ekceed&lRnd 2difliNdcdicanyid befensuBadically the SFP DDM has

its own specification, as we can see from the table it is showed the temperature, Tx Power and Rx Power range. If all
of the current values are higher or lower than the ava#ataingeor does not meet the SFP vendor specification

there would be a problem for the fiber connection.
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The description of th@ort Status and SFP D2blumns is as below:

TERMS DESCRIPTION

SFP Scan/Eject Scan the SFP module or Eject the SFP module.

S-P DDM Enable/Disable the DDM function.

Temperature The specific temperatureangeand currenttemperature

detected of DDM SFP transceiver.

Tx Power (dBm) Therangeand current transmit power of DDM SFP
transceiver.

Rx Power (dBm) Therangeand currentreceived power of DDM SFP
transceiver.

ClickReloadto reload the all port information, cliclscan A to scan the SFP transceiverodule and displaythe
statistics Eject Allto eject the SFP transceiver that Usersselectedor plugged User can ejeabne port or eject all

by click theEject Allbutton. ClickApplyto apply the configuration that just made.

3.2.3PORT TRUNK

Port Trunk It &2 OFftftSR a[Ay]l ! 3aNBIAIGA2YEéS Ada | YShK2R 27
increase throughpubeyond what a single connection could sustain. The aggregated ports can be viewed as one
physical port so that the bandwidth is higher than merely one single Ethernet port. The member ports of the same
trunk group can balance the loading and backup facteother? 2 a I & indbi$td® managed switches support 2
types of Port Trunk. One is LACP (dynamic) and the other is StakicdAggregation Control Protocol (LACP), which is

a protocol running on layer 2, provides a standardized means in accordantdBfE 802.3ad to bundle several
physical ports together to form a single logical chanh@&CP mode is more flexible, and it can change modes, either
trunk or single port. Dynamic Port Trunk also provides a redundancy function, in case one of theléinksofae of

the trunk members has failed, it will still work well in LACP mode, but it will link down if using static Albthe

ports within the logical channel or smlled logical aggregator work at the same connection speed and LACP

operation reqiires fullduplex mode Static mode is still necessary, because some devices only support static trunk.

Port TrunkConcept

Port trunking protocol that provides the following benefits:

w Hexibility in setting up User network connections, since the bantwiaf a link can be doubled, tripled, or
quadrupled.
w w S R dayifoheyitkds broken, the remaining trunked ports share the traffic within this trunk group.
w [ 2 Rt MACIcING taffic can be distributed across multiple links.
To avoid broadcasstorms or loops in User network while configuring a trunk, first disable or disconnect all ports
that User want to add to the trunk or remove from the trunk. After User finish configuring the tremdble or
re-connect the ports.
If all ports on both sitch units are configured as 100BaseTX and they are operating in full duplex thisdeeans
that users can double, triple, or quadruple the bandwidth of the connection by port trunk between two switches.
When User activates port trunlcertain setting®n each port will be reset to factory default values or disabled:
w /2YYdzyAOFiA2Y NBRdzyRIFIyOeé gAft 0SS NBaSao
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After port trurk has been activated, User can configuresaétems again for each trurgort.

Port Trunk Setting

Port Setting Port Status Port Trunk - Rate Contrel Storm Centrol Jumbo Frame CFM Setting
Port Trunk Setting
o | Sfoe | Tk
1 o v 2t ¥
2 ] v Bt ¥
3 ] v Bt ¥
4 ] v Bt ¥
5 [0« -
6 ] ¥ =t ¥
7 ] ¥ =t ¥
a 0 v = v
g ] b -] b
] ] b -] b
1 0 v bt ¥
2 ||lo_ ¥ =t ¥

The switch can support up to 8 trunk groups with 2 trunk members. Since the member ports should use same

speed/duplex, ma trunk members would be 8 for 100Mbps, and 2 members for Gigabit.

The description of the columns is as below:
TERMS DESCRIPTION
Group ID Default: 0

Group ID is the ID for the port trunk group. Ports with same grou

are in the same group.

Type Default Blank
Staticand LACPEach Trunk Group can only support Static or LA

Choose the type User need here.

Click onSubmitto apply the configuration, anBeloadto refresh the table.
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Load Balance Setting

Load Balance Setting
“o” Type
1 sre-dat-mac b
2 sre-dst-mac T
3 sre-dst-mac T
4 sre-dst-mac T
5 sre-det-rac T
i) sre-det-rac T
7 src-dst-mac v
8 src-dst-mac v
=3
LoadBalance Type: Each Trunk Groupcansupport several Load Balantgpesthat can be seefrom the table
below:
sremac load dstribution is lasedon the sairce MAC adiress
dst-mac load dstribution is kasedon the degtination-MAC adiress
srcdst-mac load dstribution is lasedon the source and esktination MAC
address
srcip load dstribution is kasedon the sarcelPaddress
dst-ip load dstribution is asedon the degtination IPaddress
srcdst-ip load dstribution is kasedon the sarce and @stination IPaddress

Click Submit to apply your settings.

Port Trunk Status

This page shows the status of port aggregation. Once the aggregation ports are negotiated well, User will see

following status. The figure below is the Port Trunk Status interface.

Home » Ethemet Port » Port Trunk Stafus

Port Setting Port Status Rate Control Port Trunk -
Port Trunk Status
Group ID Type Aggregated Ports Individual Ports Link Down Ports
1 Statfic 1 2
2 MIA
3 MIA
4 MIA
5 MiA
i} MiA
T MiA
2 MiA
Heload
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The description of the coluns is as below:

TERMS DESCRIPTION

Group ID Display Trunk 1 to Trunk 5 setup in Aggregation Setting.

Type Static or LACP setup in Aggregation Setting.

Aggregated Ports When LACP links well, User can see the member ports in aggre
column.

Individual Ports When LACP is enabled, member ports of LACP group which ar

connected to correct LACP member ports will be displayed in

Individual column.

Link Down When LACP is enabled, member ports of LACP group which ar

linked up will be displayed ine Link Down column.

To refresh the list, clicReload

3.2.4RATE CONTROL
Rate control is a form of flow control used to enforce a strict bandwidth limit at a port. User can program separate

transmit (Egress Rule) and receive (Ingress Rule) rate lanigach port, and even apply the limit to certain packet

types.
I
Port Setting Port Status Port Trunk - Rate Control Storm Control Jumbo Frame CFM Setting
Port Ingress Rule(Kbps) RuEIgi:rE::s}
0 0
7 0 0
3 0 0
4 ] ol
3 0 0
& 0 0
7 0 0
3 0 0
9 0 0
u] (u] 0
1 0 0
3 0 0

The description of the columns is as below:

TERMS DESCRIPTION
Packet Type Select the packet type that wanted to filter.
Ingress The packet types of the Ingress Rule listed here include

Broadcast Only Broadcast and multicast Broadcast,

Multicast and Unknown Unicasbr All.

Egress The packet types of the Egress Rule (outgoing) only supfiort
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packet types.

Rate (Ingress & Egress) Default value Ingres$x Kbps

Default value Egress: Kbps Q stands for disabling the rate
control for the port)

The step of the rate i84kbps.

Click onSubmitto apply the configuration.

3.2.5 STORM CONTROL

A LAN storm appears when packets flood the LAN, creating excessive traffic and degrading nefaariapee.

Errors in the implementation, mistakes in network configuration, or users issuing a-déselvice attack can cause

a storm. Storm control prevents traffic on a LAN from being disrupted by a broadcast, DLF, or multicast storm on a

port. In this page, user can configure the storm control for each port.

Home » Ethemet Port » Storm Control

Port Setting Port Status Port Trunk - Rate Control Storm Control Jumbo Frame CFM Setting

Port Broadcast Rate(packetizec) DLF Rate{packet'zec) Multicast Rate{packet/zec)

Disable |0 Disable ¥ |0 Disable vl |0

i Disable |0 Disable ¥||D Disable |0

3 || Disable ¥ | Disable v (@ Disable v|0

4 Disable |0 Disable ¥ |0 Disable |0

= Disable |0 Disable ¥||D Disable |0

6 | |Disable v|o Disable vi|D Disable v|||o

T Disable ¥ |0 Disable ¥ |0 Disable |0

i Disable Yo Disable Y| (D Disable |0

9 Disable |0 Disable v |0 Disable |0

10 | | Disable ¥ |0 Disable ¥ |0 Disable |0

11 Disable ¥ e Disable ¥ (D Disable R

12 | || Disable |0 Disable ¥ |0 Disable |0

)

Click Submit to apply the configuration.

TERMS DESCRIPTION

Broadcast Default: Disable
Set enable t@ontrol Broadcast Packets

DLF Default: Disable

Set enable to contrdDestination Lookup Hare packets

Multicast Default: Disable

Set enable to contrdulticas Packets

Rate(Packet/Sec) Ratelimit value 0~2@142 packet/sec
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3.2.6 JUMBO FRAME

Theswitch allowsuser toconfigure the size ofthe Maximum Transmnssion Unit. The defaulvalueis1,518bytes. The

maximum Jumbo Famesize is 9,216 bytes.

3.2.7 CFM SETTING
Ethernet Connectivity Fault Management (CFM, IEEE 802.1ag) is-to-@mdl Ethernet OAM that can cross multiple

domains to monitor the health of the entire service instancA.service instance can be a native Ethernet
VLAN. CFM is a connectivity checking mechanism that uses its own Ethernet frames (its Ethertype is 0x8902 and it
has its own MAC address) to validate the health of the service instance.

Continuity Check ProtocCCP): "Heartbeating" messages for CFM. The Continuity Check Message (CCM) provides a
means to detect connectivity failures in an MA. CCMs are multicast messages. CCMs are confined to a domain (MD).
These messages are unidirectional and do not solicisparese. Each MEP transmits a periodic multicast Continuity
Check Message inward towards the other MERBS410DHA12v2 support Hardware CCM transition. The

transition/receiving interval can up to 3.3ms to support detection Gigabit Ethernet cooper inténfdcens.
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